
CONTENTS

Introduction: The Business of Ransomware I
I. Phreaks and Hackers 13
2. The World's First Ransomware Attempt 23
3. Idealists vs Mischief-makers 35
4. Operation Flyhook 51
5. The Missing Puzzle Pieces 63
6. CryptoLocker 81
7. A Masterpiece of Criminality 95
8. The Ransomware Ecosystem 105
9. Ransomwar 119

10. No More Ransoms? 137
II. Big Game Hunting 151
12. A Matter of National Security 167
13. In One Fell Swoop 185
14. Conti 'at War' with Costa Rica 197
15. The Lockbit Takedown 209
Conclusion: Big Money - Minimal Risk? 223

Acknowledgements 237
Image Credits 239
Notes 240
Index 281


