
Contents

A b o u t the ed ito rs  vi
L is t o f  con tribu tors  viii
P reface  xiv

Introduction: a  w alk  in the clouds 1
A nne S. Y. C heung a n d  R o lfH . W eber

1. In troduction  to  c loud  com puting  an d  security  issues 8 
Jo e  Kong, X iaoxi Fan a n d  K.P. C how

2. D ata pro tection  regulation  an d  c loud  com puting  26
H enry Chang

3. Legal safeguards fo r c loud  com puting  43
R o lfH . Weber

4. R e-personalizing  personal d a ta  in the c loud  69
A n n e  S. Y. C heung

5. C ross-border data flow  in  the c loud  betw een  the  E U  and the  US 96
D om in ic N. S ta iger

6. C loud  an d  ju risd ic tion : m ind the  borders 118
Jean-P hilippe M oiny

1. In form ation  in the cloud: ow nersh ip , contro l and accountab ility  139 
C hris R eed

8. C loud  com puting  an d  copyrigh t 160
G eorge Yijun Tian

9. Tow ards the seam less g lobal d istribu tion  o f  cloud  con ten t 180
Peter K. Yu

10. L ost in translation: transfo rm ing  hea lthcare  in form ation  fo r the 
d ig ital an d  cloud  dom ains 214  
Terry Sheung-H ung  Kaan

11. In ternational genom ic cloud  com puting : ‘m in ing’ th e  term s o f  
serv ice  237 
E dw ard  S. Dove, Yann Jo ly  a n d  B artha  M . K noppers

12. P ractical aspects o f  licensing  in  the  cloud  261
A la n  Chiu a n d  G eofrey M aster

Index 291


