Contents

ACKNOWIEAGEMENTS......uiiiiiiiiiii e vii
Acronyms and abbreviations..........cccocciiiiiiiii iX
GlOSSArY OF TEIMIS..uiiiiiiiiiiiiiiiieeee et Xi
1 INtrodUCLION ooveeee e 1
RaAtIONAIB....cci i e 1
Data and information.........cccoooiiiiiiii e, 2
Information as an asSel........ccceeiiiiiiiiiiiie e, 2
Where isour information?.........cccooeviiiiiiiiciie e 4
TFEALS .ttt 5
Standards, frameworks and aframework for information
governance and aSSUMANCE. .........ccociuueeeeriiireeeessitreeeeessiseeeaeanns 6
P OIICY et 6
FANST ST U] = 1 o T 6
How to use this BOOK.......oooiviiiiiccccee e, 7
2 The laws and regulations.........ccco oo 9
INTrOAUCTION ..o 9
A standard for reCords..........ouiiiiiiiiiie e 1
The Information Commissioner's Office..........cccccvrriiiiiiiiiinnnn, 15
The Freedom of Information Act 2000...........cccceevvvviiviiniinennnnn. 15
Data ProteCtiON .....ccoi i 20
Environmental Information Regulations (EIR)............cccccec... 37



v

INFORMATION GOVERNANCE AND ASSURANCE
The role of the information professional...........ccccoccoiiinnne 41
DISCUSSION POINTS...ciiiiiiiiiiee et e ettt e e 41
CONCIUSION ..ttt a e 42
REFEIENCES. ... . 42
Data quality management.......cccccoviiiiiiiieen e 47
INEFOAUCTION ..t 47
What isdata qUality 2. 48
Dimensions of data quality........ccccccevveeiiiiiiiiiciee e 50
A different perspective...........cccccciiiiiiiiecce e 55
EXAMIPIC. e ————————— 56
Data quality t00IS.....cuvuiieiiiiie e 58
Products VErSUS PrOCESSES. .....cccuurriiueraiaiieeeaieeesateeeeaeeaesneeeeeneeeas 67
DaAta SilOS. ... eeiiiieiiiie e 71
Master data management (MDM)........ccccovveieeeeeeeee e, 72
SiNGle CUSIOMET VIEW ...ccviiiieci ittt a e 73
Further library examples.........cccooiiiiiiieee e 74
Data quality policy/strategy......cccceeeurieeeiiiiiiieie e 75
The role of the information professional in data quality
MANAGEMENT...iiiiiiiiie e eee ettt e et e e e s eee e s sneeeesneaee s 77
DISCUSSION POINTS.....uiiiiiiiiiiiieee e e e e e e e e e e e srraaere e e 7
CONCIUSION ...ttt e e 77
REFEIEINCES. ... . i 78
Dealing with threats.........ccccoo e 81
INEFOAUCTION ..t 81
Internal threatS. ... 82
External threatS. ... 87
TRE TAW . 100
P OIICY i —————— 101
EXEICISE. ..ttt 109
CONCIUSION ...ttt 110
REFEIENCES. ... 110
Security, risk management and business continuity...113
INEFOAUCTION .t 113
The security eNVIrONMENt......cccoooiiiiiccee e 115

Strategy and tacCtiCS........coccviviiiiiiie e 117



CONTENTS V

Standards - the 1SO 27000 SEIES......ccoeeeeeeeieeeiiiieeeeeeeeeeeiiiia, 123
Practical MEeaSUIES.........ovviiiiiieeecee e 126
RiSK ManNagement..........coooiiiiiiiiiiieecee e 133
Business continuity management (BCM)........ccccooeieeeeriineenn. 141
P OICY e ———————— 145
EXEICISES. . e 153
CONCIUSION....coiiiiieeee e 153
REFEBIENCES. . e 154

6 Frameworks, policies, ethics and how it all fits

(XY 1= 4 o = SRR 157
INEFOAUCTION . 157
Moving from standards to frameworks........ccccccovvieeeeniinnenn. 158
The information governance and assurance framework in
(o] o= = 1 10 o TS EEEPRRRR 174
EtNICS et 176
The role of the information professional in the information
governance and assurance framework........cccccceeeeiiiiiinnns 179
DISCUSSION POINTS....ciiiieeiiiii it 180
CONCIUSION. ...t 180
REFEIENCES. ... it 181
Discussion points and €XErCiSES........ccccouvuvririeeeeiiiiiireeeeeenn 183

Index 187



