
Complexity and Cryptography
An In troduction

C ryptography plays a crucial role in m any asp ec ts  o f  today’s w orld , from 

in te rn e t b an k in g  an d  e-com m erce  to  e-m ail an d  w eb-based  business processes. 

U n d ers tan d in g  th e  p rincip les o n  w h ich  it is based  is an  im p o rtan t topic that 

requ ires a  know ledge o f  b o th  co m p u ta tio n a l com plexity  a n d  a range o f  topics in 

pure  m ath em atics . T h is b o o k  provides th a t know ledge, co m b in in g  an  informal 

style w ith  rig o ro u s proofs o f  th e  key resu lts  to  give an  accessib le  in troduction . It 

co m es w ith  p lenty  o f  exam ples a n d  exercises (m any w ith  h in ts  an d  solutions), 

an d  is based  o n  a h igh ly  successfu l co u rse  developed an d  ta u g h t over many 

years to  u n d e rg rad u a te  an d  g rad u a te  s tu d e n ts  in m ath em atics  an d  com puter 

science.
T he o p e n in g  ch ap te rs  a re  a basic  in tro d u c tio n  to  th e  theory  o f  algorithm s: 

fu n d am en ta l top ics  su ch  a s  N P -com pleteness, C ook’s th eo rem , the P us NP 

q u estio n , p ro bab ilis tic  c o m p u ta tio n  a n d  prim ality  te s tin g  give a tas te  o f  the 

beauty  an d  diversity o f  th e  subject. A fter briefly c o n s id e rin g  sym m etric 

cryp tog raphy  an d  perfect secrecy, th e  a u th o rs  in tro d u ce  pub lic  key 

cryp tosystem s. T he m ath em atics  req u ired  to  explain  how  these  w ork  and  why 

o r w hy n o t they m ig h t be secu re  is p re sen ted  a s  a n d  w hen  required , though 

a p p en d ices  co n ta in  su p p lem en ta ry  m ateria l to  fill any g a p s  in the reader’s 

b ack g ro u n d . S tandard  top ics, su ch  a s  th e  RSA an d  E iG am al cryptosystem s, are 

trea ted . M ore recen t ideas, such  as p ro b ab ilis tic  cryp tosystem s (and the 

p seu d o ran d o m  g en e ra to rs  on  w h ich  they  a re  based), d ig ita l s ignatures, key 

e s ta b lish m e n t an d  iden tifica tion  sch em es are a lso  covered.
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