Complexity and Cryptography
An Introduction

Cryptography plays a crucial role in many aspects of today’s world, from
internet banking and e-commerce to e-mail and web-based business processes.
Understanding the principles on which it is based is an important topic that
requires a knowledge of both computational complexity and a range of topics in
pure mathematics. This book provides that knowledge, combining an informal
style with rigorous proofs of the key results to give an accessible introduction. It
comes with plenty of examples and exercises (many with hints and solutions),
and is based on a highly successful course developed and taught over many
years to undergraduate and graduate students in mathematics and computer
science.

The opening chapters are a basic introduction to the theory of algorithms:
fundamental topics such as NP-completeness, Cook’s theorem, the P vs NP
question, probabilistic computation and primality testing give a taste of the
beauty and diversity of the subject. After briefly considering symmetric
cryptography and perfect secrecy, the authors introduce public key
cryptosystems. The mathematics required to explain how these work and why
or why not they might be secure is presented as and when required, though
appendices contain supplementary material to fill any gaps in the reader’s
background. Standard topics, such as the RSA and ExGamal cryptosystems, are
treated. More recent ideas, such as probabilistic cryptosystems (and the
pseudorandom generators on which they are based), digital signatures, key
establishment and identification schemes are also covered.
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