Contents

1 Boolean Functions and Their Walsh Transforms .........cccccocvvvnenas
11  Logic Gates and Boolean Variables............cccoenininininnnnnne
1.2 Boolean Functions and Their Representations........................

121  Algebraic Normal FOrm.......ccocoveviiieiicnececeenn,
122 Truth Table Representation..........ccccoceviienininiennenn
1.2.3  Support Representation..........cccccevveevvereeseeniesnennnnn,
124  Minterm Representation...........ccccovverenenenenenennns
125 Representation CONVErSIONS........cccoevererenienieninennnn
1.2.6  Enumeration of Boolean Functions.............c.ccccueveeee.
13  Walsh Transforms and Walsh Spectrum of Boolean Functions
131  Walsh Functions and Walsh Transforms....................
1.3.2 Properties of Walsh Transforms............ccceevevvviinennn.
1.3.3  Hadamard MatriCes........ccooueverierineniieninesiseenens
14  Basic Models of Stream Ciphers That Use Boolean Functions
141  Linear Feedback Shift Registers .........cccoevvrivnrinnnn
1.4.2  Nonlinear Filtering Generators and Nonlinear
COMDINEIS. ..ot
15  Cryptographic Properties of Boolean Functions....................
151  Algebraic Degree ......cccoeviviveiieieeie e,
152  BalanCe.....oiiiiie e
153  NONHNEAItY...ccoveivieieir e
154  Linear StrUCTUIE......cocoeiieieriesceee e
155  Propagation Criterion........ccocvenireninenienieiesieen,
1.5.6  Correlation Immunity.........ccooeveiiienniniieieiens
157  Algebraic Immunity........ccccooeiiiiiiiiic e,
158  ReMArKS. ..o
RETEIBNCES. ... s
\

ERBowow~woomon AN A -



Contents
Independence of Boolean Functions of Their Variables 31
21 Introduction 31
2.2 The Algebraic Independence of Boolean Functions
of Their Variables... 31
2.3 The Degeneracy of Boolean Functions .. 37
2.4 Images of Boolean Functions on a Hyperplane f.. 42
2.5  Derivatives of Boolean Functions 44
2.6 The Statistical Independence of BooleanFunctions
OF Their Variables.......ooviiiiici 48
2.7  The Statistical Independence of Two Individual Boolean
FUNCEIONS ..t 53
271 Properties of the Statistical Independence of
B00lean FUNCLIONS....c.cciuiuieriiiriricericieicesicsee e 54
2.7.2  How to Judge When Two Boolean Functions
Are Statistically Independent..........ccccoovivivniniiniiicinnns 56
2.7.3  Construction of Statistically Independent
B00lean FUNCLIONS.....ccvvviiiie s 59
2.7.4  Enumeration of Statistically Independent
B0oolean FUNCLIONS.....ccoiiiiiiciececeeeeee e 63
2.7.5  On the Statistical Independence of a Group of
Boolean FUNCLIONS......ccooiiiiii 65
R BT BN CES ittt 71
Nonlinearity Measures of Boolean FUNCLIONS .....ccooiivniciiicnieins 73
31 Introduction 73
3.2 Algebraic Degree and Nonlinearity of Boolean Functions... 74
3.3 Walsh Spectrum Description of Nonlinearity 75
3.4  Nonlinearity of Some Basic Operations of Boolean Functions........ 77
3.5 Upper and Lower Bounds of Nonlinearity of Boolean Functions ... 84
3.6 Nonlinearity of Balanced Boolean FUNCtiONS........ccovvirvrinsirinenne, 86
3.7 Higher-Order Nonlinearity of Boolean Functions . 87
3.8 Linear Structures of Boolean Functions 89
3.9 Remarks... 94
References 95
Correlation Immunity of Boolean Functions ... 97
4.1 The Correlation Attack of Nonlinear Combiners.. 97
4.2 The Correlation Immunity and Correlation Attacks. 101
4.3  Correlation Immunity of Boolean Functions 103
4.4 Correlation Immune Functions and Error-Correcting Codes. 104
45  Construction of Correlation Immune Boolean Functions 106
451 Known Constructions of Correlation Immune
B00lean FUNCLIONS......ccviiiiiiec s 107

Contents xi
452  Construction of Correlation Immune Boolean
Functions Based on A Single Code......c.cooevninnccninnnn, 108
453  Preliminary Enumeration of Correlation
Immune Boolean FUNCLIONS.......cocoiviiiiicceees 110
4.5.4  Construction of Correlation Immune Boolean
Functions Using a Family of Error-Correcting Codes........ 110
4.6 Lower Bounds on Enumeration of the Correlation
Immune Functions Constructible from the
Error-Correcting Code CONStrUCION.......ccviiiiiieiicceeeeeene 113
A7 EXAMPIES s 114
4.8  Exhaustive Construction of Correlation Immune
B001€an FUNCHIONS....c.cuiiiiiiiiiiice e 117
4.9  An Example of Exhaustive Construction of Correlation
IMMUNE FUNCEIONS oot 119
4.10 Construction of High-Order Correlation Immune
B0018aNn FUNCLIONS ...t 122
4.11 Construction of Correlation Immune Boolean Functions
with Other CryptographiC Properties. ... 124
4.11.1 Correlation Immune Functions with Good Balance........... 125
4.11.2 Correlation Immune Functions with High
AIGeDraic DEQree ... 126
4.11.3 Correlation Immune Functions with High Nonlinearity ... 127
4.11.4 Correlation Immune Functions with
Propagation CriterioN. ... 130
4.11.5 Linear Structure Characteristics of Correlation
IMMUNE FUNCEIONS ..o 131
4.12 Construction of Algebraically Nondegenerate
Correlation Immune FUNCLIONS.......coiuieiiririceeeeeseeseeseeese 133
4.12.1 On the Algebraic Degeneration of Correlation
IMMUNE FUNCEIONS.c.ciiiiiiieieicceie e 134
4.12.2 Construction of Algebraically Nondegenerate
Correlation Immune FUNCLIONS ... 135
4.13 The e-Correlation Immunity of Boolean Functions.. 139
4.14 Remarks 143
RETEIENCES ..t 143
5 Algebraic Immunity of Boolean FUNCLIONS .....ccccooviiiniicniiiccie 147
5.1  Algebraic Attacks on Stream Ciphers ... 147
5.2 A Small Example of Algebraic Attack.. 149
5.3 Annihilators and Algebraic Immunity of Boolean Functions.. 151
5.4  Constructionof Annihilators of Boolean Functions 154
5.5  Onthe Upperand Lower Bounds of Algebraic Immunity

0f B00I€AN FUNCLIONS. ..ot 161



5.6  Computing the Annihilators of Boolean Functions...........ccccccvueeee 162
5.6.1 Computing the Annihilators of Boolean
Functions: Approach | ... 163

5.6.2  Computing the Annihilators of Boolean

Functions: Approach I1.... 166

References 175

The Symmetric Property of Boolean Functions 177

6.1 Basic Properties of Symmetric Boolean Functions... 177
6.2  Computing the Walsh Transform of Symmetric Boolean

FMCHIONS. ... 180

6.2.1  Walsh Transforms on Symmetric Boolean Functions....... 180

6.2.2  Computational Complexity 184

6.3  Correlation Immunity of Symmetric Functions. 187

6.3.1 WhennlsOdd...

6.3.2 WhennlsEven.. 190
6.3.3  Higher-Order Correlation Immunity.... 191
6.4  On Symmetric Resilient Functions 192

6.4.1  Constructions of Symmetric Resilient Boolean
Functions
6.4.2  Searching for More Solutions.
6.4.3  The Exact Resiliency of Constructed Resilient
FUNCHIONS. ... 196

6.5  Basic Properties of Majority Functions 198
6.6  The Walsh Spectrum of Majority Functions. 203
6.6.1 WhenunlsOdd. 203
6.6.2 WhennlsEven... 204
6.7  The Correlation Immunity of Majority Functions.. 206
6.8  The e-Correlation Immunity of Majority Functions. 209
6.81 WhennlsOdd 209
6.8.2 When« IsEven... 211
6.9 Remarks 213
REFEIENCES. .. vttt 214

Boolean Function Representation of S-Boxes and Boolean

PermMUIAtIONS ...ooiiiiiiiii s 217
7.1  Vectorial Boolean Function Representation of S-Boxes.. 217
7.2 Boolean Function Representation of S-Boxes

7.2.1  On the Properties of (n, «)-Boolean Permutations.... 220
7.3 Properties of Boolean Permutations... 223
7.4 Inverses of Boolean Permutations... 225

7.5 Intractability Assumption and One-Way Trapdoor
Boolean Permutations............cccoocriiinicsicscese s 229

7.6 Construction of Boolean Permutations...........cccccooevvccnincnninenne 230
7.6.1  Some Primary CONStruCtioNS.......cccoevvvrieerniiieniienieienns 232
7.6.2  On the Flexibility of the New Construction
Method for Boolean Permutations..
7.6.3  Construction of Trapdoor Boolean
Permutations with Limited Number of Terms................... 237
7.7 A Small Example of Boolean Permutations...........cccccveiricinininns 238
7.7.1  Linearity and Nonlinearity of Boolean Permutations....... 239
RETEIBNCES ..ttt 240
Cryptographic Applications of Boolean FUNCLIONS ........cccccovvevvennnnns 243
8.1  Applications of Degenerate Boolean Functions to Logic
Circuit Representation..........cocverrrneseseee s 243
8.2  An Application of Boolean Permutations to Public Key
Cryptosystem Design
8.2.1  Public Key Cryptosystem 1(PKC1) 245
8.2.2  Public Key Cryptosystem 2(PKC2)... 246
8.2.3  Public Key Cryptosystem 3(PKC3)... 247
8.3  Application of Boolean Permutations to Digital Signatures... .. 248
8.4  Application of Boolean Permutations to Shared Signatures............ 249
8.5  An Application of Boolean Permutations to Key Escrow Scheme .. 250
85.1
8.5.2  Escrowing Verification
8.5.3 KeyRecovery...
8.5.4  Properties
8.6 A Small Example of Key Escrow Scheme Based on
Boolean Permutations
8.6.1  Selecting a Boolean Permutation of Order 6 ..
8.6.2  Preparation....
8.6.3  Verification....
8.6.4 KeyRecovery...
8.7 Remarks .
RETEIENCES. ...t




