CONTENTS IN DETAIL

ACKNOWLEDGMENTS XV
INTRODUCTION XVii
Why This BOOK?........ccccevrrnnenn. XViii
Concepts and Approach.......... XVviii
How to Use This Book............... XX
About the Sample Capture Files . XX
The Rural Technology Fund . . . XXi
Contacting Me......ccccveviveeeennnen. XXi
1
PACKET ANALYSIS AND NETWORK BASICS 1
Packet Analysis and Packet SNiffers. ... 2
Evaluating a Packet SNiffer.. ... 2
How Packet SNIffers W O K ...t 3
HOW COMPULEIS COMMUNICALE ... ..eiiiiiiiiieiitiie ettt ee ettt e st e e s sbe e e e s sabe e e e snbbeeeebbaee e e 4
P O O C OIS et e e e e e e e s b rae e e e e 4
The Seven-Layer OSI M O e ... ..o 5
LS o] g o oY o T Y PSP 10
Traffic ClasSifiCatIONS. ... e e s e e e e e e s neeeee s 15
BroadCast TraffiC.......uui it 15
MUIICAST T FATTIC .ot e e e eees 16
UNICASE TrAffiC....eeiiiiiiii et 16
FINAI TROUGNTS. .ttt e e e e et e e e e e e nbnbe s 16
2
TAPPING INTO THE WIRE 17
LIVING PrOMISCUOUSIY .....eeiiiiiiiiie ittt e e e ettt te e e e e e s et be e e e e e e e s aanbeeaeaaeeeanns 18
SNIffiNG ATOUNT HUDS ..o et 19
Sniffing in a Switched ENVIrONMENt............ooo e e e e e 20
PO MITTOTING cceiiitiee ettt s bt e e ettt e e st b et e e s sbbeee s saneeeesbeeeeanes 21
[ 10T o] 1 o @ U I PR 23
L0 Lo = T = U o PRSP 24
F Y e - Tod 1= I = o T E=Y o1 o 1T Yo [ SR 27
Sniffing IN @ ROULEd ENVIFONMMENT....ciiiiiiiiiiii ittt e e e e e rir e ee e e e e aees 31
Sniffer Placement IN P racCtiCe . ... it e r e e e e e senaeeeee s 33
3
INTRODUCTION TO WIRESHARK 37
A Brief HIStory OFf Wir@SNaTK ... 37

The BenefitS Of W€ SNATK....couue e e e e e e e e e aaaas 38



LIy = T To A AT =X g = U PSSP USSR
Installing on WiNndOWS SYSIEMS........cccoiiiieiiiiie et 39
INStalling 0N LINUX SYSTEIMS....ciiiiiiiiiiiiiie ettt e e e e e 41
INStalliNg ON OS X SYSIEMS...eiiiiiiiieeiieeiie e st e rte et e e seeeesre e e sreeeaseeesneeeneeeans 43
Wireshark FUNGAMENTAIS. .........oiuiiiiiiieii et et 44
YOUr First PACket CaplUre ......cocuuiiiiiiiieiiiiiee et 44
Wireshark's Main W in O OW ......ooiiiiiiiiiiiiiieee e e 45
WireShark PreferENCeS.......coi it e e ee e e e e nenees 46
= 1o G A @ 0 [0 Y S @0 Lo o o [ PSR 48
CoNFIQUIALION FlES. ..o ettt e e e st e e e e e e e e snbaeaeeae s 50
CoNnfIgUIatioN Profil@S......coo it 50
4
WORKING WITH CAPTURED PACKETS 53
WOrking With Capture FIlES......cviiiiieiii ettt e e e sbe e te e et e e snaeeannaea 53
Saving and Exporting Capture FileS........c.uiiiiiiii e 54
Merging Capture FilES.......oo ittt et et 55
WOTKING WIth PaCKETS. ...ttt e et e e e e e s beneeaae s 56
g [T o T o= Tod =] £ PRSI 56
MArKiNG PaCKeLS.......uuuiiiieiiiiiiiiiie s ee e s a e s e e e e e sennrannraees = . b7
a1 T gTo B = Vo L] £ PR PRRR 58
Setting Time Display Formats and ReferenCes.........cocoviiiiiiiiiiiiieeiie e 58
TIME DISPIAY FOIMALS.....ccvii ittt ettt et e et e st e e rbeesareeennaeas 59
Packet TIMe RefEIENCING .c.uuii it 60
TIME S TTEIN G it rr e s sreeeen 60
Setting CaptUre O PLIONS ..uuiiiie it e s e s e e e e e e e e s s st et ae e e e e s e santeneeeeeeannnnaeeeeenaans 61
INPUE T A et 61
(O U1 11 1 = o PR 62
10 o) To] 0[S0 1= 1 o USSR 63
USING FIIEIS. ...ttt ettt e e e et e e e bt e e et b e e e eabe e e e e nbee e e e anneeeenes 65
CAPIUIE FIltB IS ittt e e e e e e e et b e e e e e e e e anees 65
DISPIAY FIlLBIS. ..ttt et e ebb e st e 71
SAVING FIlLBIS ittt e e e e e et e e e etbe e e e abae e e e enreas 74
Adding Display Filters to0 @ TOOIDAI ......cooiiiiiiiiiii e 75
5
ADVANCED WIRESHARK FEATURES 77
Endpoints and NetwWork CONVErSAtIONS. .....oiuiiiiiiiiieiiiee et 78
Viewing ENdPOint StAtiSTICS.....ccciuuiiiiiiiiieiiiiee ittt 78
Viewing NetwWork CONVEISAtIONS. .....ccuuii ittt 79
Identifying Top Talkers with Endpoints and Conversations........ccccccoovviiieeeeeennnnnen 80
Protocol hierarChy STAtISTICS........uuiiiiiiiiiii e ee e e e e aeeees 83
NAME RESOIULION. ...ttt e ettt e e e e s e e bbb b e e e e e s s saanb e e e e e e e e aannrneeeaaans 84
Enabling Name ReSOIULION........ciiiiiiiiiiic e e e 84
Potential Drawbacks to Name ReSOIUtiON..........cccovviiiiiii i 86
UsiNg @ CUSLOM 0SS FilB.......cuuiiiiiieiiec ettt ettt 86
Manually Initiated Name ReSOIULION.......ccccoviiiiiiiicie e 88
01 (oToto] I B 1 EST=Y=T o 1] o HO SRR 88
Changing the DiSSECION......cciui ettt ettt et eaes 88
Viewing DiSSector SOUICE C O € ..ottt 90

X Contents in Detail



F Ol OWING St A S ..t e e ee e e e e e e e eeeeeetateaaaaaaaaaaaeaaaaaaaaaeasaeeaesaansaananaannas 91
FOHOWING SSL SErEAMIS. ..eiiiiiiiiiiiie ettt e e e e st e e e e e e saabbe e e e e e e aanes 92
PACKEE LENGLNS. ..ottt e ettt e e s be e e e s san e e e s sabe e e e sbreeeen 93
LN = o1 11 1 USRS 95
AV TN Lo o T [ I T = ¥ o 4 =R 95
Round-Trip TiMe G raphing....ccccueiiieiiiiciee e e e eee e e s eanes 98
L 01V A R =1 o] 411 o [PPSR PRRRTN 99
0= A o 0 1= R o o PSR 99
6
PACKET ANALYSIS ON THE COMMAND LINE 103
FaESY r= LT To T IS 1 = U RS UR 104
INSTAIING TCP UM P o re et e bt e e ir e e e e e e anneas 105
Capturing and Saving PaCKeLS........c..uuiiiiiiiiiie i 106
MaNIPUIATING O UTP U .eeiiiiiiie ittt st r e e et e e b e e eanees 109
NAME RESOIULION . ..ciiiiiiii ittt sttt e e s e e et e e enb e e e enbeeeeennnes [ 11
F N o] 011V e B 0= T PR PRT 113
Time Display FOrmats in TSRArK........ccooiiii e 114
Summary StatisSticS iN TSNATIK ... s 115
Comparing TShark and tCPAUM P ... e e e e e e e nanes 118
7
NETWORK LAYER PROTOCOLS 119
Address Resolution ProtoCol (ARP) ... i 120
ARP PaCKet STrUCTUTE .. ..ueiiiii it e e e e aee e e 121
Packet 1: ARP REQUEST......c.cicuieiiiie e e iiitiieee e e s s s sttt ee e e e s e saaae e e e e s snstanae e e e e s e ennnnanneeeen 122
Packet 2: ARP RESPONSE. ......uiiiiiiiiieiiie ettt e e e e 123
GratUitOUS ARP ... e e s s e e e e e e st e e e e e e ssnnrnraeaeeeeeanne 124
INtErNEt PrOtOCOI (P ).ttt e ettt e e e e e e e e e e e e e snneaeeas 125
Internet Protocol Version 4 (IPVA).......c.oooiiiiiiiiiiieeeiee et 125
Internet Protocol Version 6 (IPVB).........ccceeiiiiiiiiiee ettt ee e e e srvnen e e e 133
Internet Control Message ProtoCol (ICMP)......coo i 144
ICMP PacCKet STrUCTUIE ....ceiii ittt e e e e e e e s nnrnaneeee s 144
ICMP TYPES ANU MESSAGES....eieiutiiieiitiiie ettt et ettt sb e s b e e ane e e 144
Echo Requests and RESPONSES.........c..uueiiieeiiiiiiiiieeeiessiiieeeee e e steeeee e e e ssnnnrereeeseennnes 145
LU= To =] (o U] (< DU PP PP PP PP PP PP PPPPPP 147
ICMP Version 6 (ICMPVO) ...ttt 150
8
TRANSPORT LAYER PROTOCOLS 151
Transmission Control ProtoCOol (TCP).....ciiiiiiiiiiiee e 151
TCP PaCKet STIUCTUTE ...t e e 152
I 0] PP 152
The TCP Three-Way Handshake.........cccvveeiieiiiiiieeee e 155
RO i I =T o Lo ) Y o DT P PT PP 158
IO T £ 7 159
User Datagram ProtoCOl (UDP)......cooiiiiiiiiiiiiiieie ettt e e e 160
(] e T =] ] € Cod (U1 = PR 161

Contents in Detail X1



9

COMMON UPPER-LAYER PROTOCOLS 163
Dynamic Host Configuration ProtoCol (DHCP) ... 163
DHCP Packet STTUCTUIE........eeeiiieiii ittt e e e e e e e e e aees 164
The DHCP [nitialization ProCESS........uiiieiiiiiiiiiiee et e e seeee e e 165
DHCP IN-LeaSe RENEWAL........uueiiiiiiiiieiiee e 170
DHCP Options and MESSAgE TYPES...uuuurireriiiiiiriieeeseistneereeessnssnsneesaeessnsseereesees 170
DHCP Version 6 (DHCPVO)......ccuuiiiiiiiiiiiiee ettt stee et s iaee e saee e nnae e e 171
Domain Name SYSteM (DINS).......uiiiiiiiieiiiiie ittt 173
DNS PaCKEL SITUCIUIE......uvviieiieieie ettt sttt ee s ste e e s nnne e e s anneeeas 173
A SIMPIE DNS Q U B TY ittt ettt et e e e b ee e s nreeee e 174
(B N ST @ U =TSy o T V4 0 L= S 176
BN SR S =T ] €] (o] o O PR 177
(B N SR o (=T I = U 1] 1= RS 181
Hypertext Transfer ProtoCol (HTTP)......cooiiiiiiiiee ettt 183
Browsing With HT TP e st e e e e s eeee s 183
Posting Data With HT TP ..o 186
Simple Mail Transfer ProtoCol (SMTP)....oouiii it 187
Sending and Receiving Email.........couviviiiiiiiiiiii 188
Tracking an Email MeSSaQge....cccuuuiiri et e e e et er e e e snraneeae e 189
Sending Attachments Via SIMTP ... 196
=TI I Lo U o | o £ PSRRI 198
10
BASIC REAL-WORLD SCENARIOS 199
MiISSING WED CONTENT....ciiiiiiiii ittt et e e b e be e e e sebee s 200
Tapping N0 the W ile ..o e e e e e e e e e e e e aaaaaaaaaeeas 200
AANBIY SIS .ttt aane s 201
[ICISTo g SR I T- U = PP 204
UNresSponSiVe WeEAtNET SEIVICE ..uui ittt e e et e e e e e e aeeeaeaeanns 205
TappiNg N0 the W iF€ e r e e e e 206
AANBIY SIS ettt 206
(e ISSTo g SR I T= T o =T o PSRRI 209
N To R 01 (= ¢ 0[] N o of E 1 T PR P PP UUPTPPPPPPPTP 210
Gateway Configuration ProblemsS.........cciiiiiiiiiii e 210
Unwanted RedIr@CHION . .....coiiiie et ees 213
UPStream ProbIEmS... .. 216
oo T Ty IS (=T o A o ] = PSR TPRR 219
Tapping N0 the W iTe .. 219
AANBIY SIS ettt s 219
LESSONS LEATINMEM. . eiiiiiiiiiiiiiiie ettt ettt e e e s e abb e e e e e e e sanbbeeeeee s 222
NO Branch Office CONNECHIVITY .....eeiiiiiiiiiiiie e 222
Tapping N0 the W il € .o e e s srrar e e e 223
ALY SIS et b e 223
oS To g SR I T= 1 g Y=o [ PR 226
Software Data COTTUPLION ... i e e e s st r e e e e s easae e e e e e e e s sareraeeeeeaans 226
TapPiNg N0 the W QT@ ... e e e e ae e e e s 226
F N =1}V £T PR 227
LESSONS LEATINE M. . .ciiiiiiiiiiiiie ettt e et e e e e e et b e e e e e e s e nnbeeeeas 230
[T = I T XU o 1o € PSPPSR 230

XU Contents in Detail



11

FIGHTING A SLOW NETWORK 231
TCP Error-RECOVEIY FRATUIES....cciiiiiiiiie ettt e e 232
TCP RErANSIMISSIONS. . .iiiiiiiiieiitiiie ittt ettt et ee et ee s snbe e e s snbeeeesnaeeen 232
TCP Duplicate Acknowledgments and Fast RetransmissSions.........ccccccevvevvvveereeennn. 235
LI S (o A O oY o (o] P PP TSR 240
Adjusting the WINAOW SHZ @ ....ooiiiiiiiiiiie e 241
Halting Data Flow with a Zero Window Notification........cccccevveiviiiinvee e, 242
The TCP Sliding Window N PractiCe........c.ueviiiiiiiiiiiii e 243
Learning from TCP Error-Control and Flow-Control Packets...........cccouveeiiiiieriniiieiniiieeens 247
Locating the Source of High LatenCy. ....cccciiiiiiiiiiiiiie e e ee e e 248
NOrmal CoOMMUNICALIONS....iiiiiiiiiiiii e s e e e e s e e e e e e e s e nnnreneeeee s 248
Slow Communications: Wire LatenCy.........ccoooeiiiiiiiiiiiciiieerr e ee e e 248
Slow Communications: ClieNt LAt@NCY .......ccueiiiiiiiiiiiiiie it 249
Slow Communications: Server LateNCY.....cccccoiiciueieee et eree e e srnae e 250
Latency Locating FrameEWOTK..........cou it e e eee e e e e 251
NEtWOTK BaSEIINING .uuiiiiiiiiiiiiiiiiii e s e e s e e e e e s st er e e e e s s sstn e e e e e e e snnnreneeeeeesanes 251
Y1 S = 1T = 11 = PSPPI 252
HOSE BASEIINE ...ttt e et e e et e e e srbnee e 253
APPLICAtION BaSEIINE .. ... 254
Additional NOteS 0N BaSEliNES....ccciiiiiiiiiiie e e e 255
FINAI TROUGNTS. ..ttt e ettt e e e e e s eb bbb e e e e e e e e e ee e e e e s nreneeeas 255
12
PACKET ANALYSIS FOR SECURITY 257
RECONNAISSANCE. ...ttt ettt e e e e ekttt e e e e e bbbt e e e e e s e s bbbae e e e e s e aanbbeeeeaeeaannes 258
SYN S CaBM ittt e e e e 258
Operating System Fingerprinting.....ccccceeeiiiiiiiee e 263
Traffic ManiPUIATION ....cooiiii et et e e nbre e 266
Y e O ol U= =0 Y=Y 0 11 o 267
SESSION HIJACKING 1ttt e et e e e e e s e e e e e e e e aane 271
Y Y RO 275
O PEIALION A UTO A ciiitiiiei ettt ettt e e e e et te e e e e e s eabbbe e e ee e e e e nbeseeaaeseanbabeaaaaaaans 275
REMOLE-ACCESS T FOJAN ...ttt e st e et e e ebbeeeeaaes 281
EXploit Kit and RABNSOMWAIE ... ...uiiiiiiiiiieie et e et e e e e e e ar e eea e e e s 288
FINAL TROUGRNES .ot e bt e e st e e s e e e e s e e e ennnneees 294
13
WIRELESS PACKET ANALYSIS 295
PhySiCal CONSIAEIATIONS. ..ottt ettt e e e nbb e e e eneee 296
Sniffing One Channel at @ TIM ... e 296
Wireless Signal INterferEnCe.. ... 297
Detecting and Analyzing Signal InterferencCe....ccccccvicciieeeeci i 297
WIirelESS Card MOGES. ... . ettt e e e e ettt e e e e ettt e e e e e e s nare e e e e e e e e annreeeeeas 298
Sniffing WIrelessly in WinGOW S ...t e e 300
CoNfiGUIING ATTP CABP oo 300
Capturing Traffic With ATFP CaP ...uviiiiiiiii e 302
SNIffing WIreleSSIY N LINUX ..oooiiiiiiiiiieee ettt e e e et e e e e aaes 303
802.1 1 PACKEL STIUCTUIE...ciiiiiieiiiiie ettt e et e e e e e s et e e e e e e enabteeeeeeeeanereeeaaeeeanes 304

Contents in Detail



Adding Wireless-Specific Columns to the Packet List Pane..........ccccccveiiiiiiiiiieeiiieieee e 305

WireleSS-SPECIfIC FIlLEIS. ...t e e e e e e e e e 307
Filtering Traffic for a SPecific BSS ID ......ccoiiiiiiiiiiiieiiiee et 307
Filtering Specific Wireless Packet TYPES....ccuuuiiiiieiiiiiiieeeee e 307
Filtering @ SPecCific FrEQUENCY ......uuii ittt 308
SavINg @ WIFEIESS P rOfil e sraee e 309
QT =T Lo TSR Y= T o UL YRR PR 309
Successful WEP AUthentiCatioN........ocuuuiiiiiiiiie e 309
Failed WEP AUtheNntiCatioN...........uiiiiiiiie e 311
Successful WPA AUthentiCatioN..........ccveiiiiiee i 312
Failed WPA AUthentiCAtION ... ...ttt 314
FINAI TROUGNTS. ...ttt e e st e e e s st e e e s be e e e s nnbeeeennes 315
A
FURTHER READING 317
Packet ANAIYSIS TOOIS ..o 317
(08 (o] U T Bo 1 -1 R RRRRTRRP 317
L T = o | SRR P R 318
CaN & AD B —————— 319
Y o= o Y TSP PP PP R TPSUPPPPPTPPIN 319
TrACEW FANGIET it e st e s e b e e e e nnes 319
I o = o1 = Y25 PR 319
NEIW OTKM N BT ittt e e e e e st e e e e e s abbeaeeaaeeeaaes 319
LOF- ¥ o I T o] o 1= SO PP OPUPP 320
0o = o PP TP TP PP U PP P TPPPOPPPPPP 321
1] o] o o= « PP OTP PR 321
AN o o3> o PSSR 321
7 o1 Lo TR PP OUPUPRPRRN 321
PYENON e 321
Packet ANAIYSIS RESOUICES........uuiiiiie ittt e e e s s e bt e e e e e e saabb e e e e e e e e s arsneeaaesaaaanes 321
Wireshark's HOME P ag @ ..ccuuiiiiiiiiciiiiiii et s e e e e et e e e e 322
Practical Packet Analysis ONliNe COUISE..........euiiiiiiiiiiiiieiee it 322
SANS's Security Intrusion Detection In-Depth COUISe.......cocccviiiiiiiiiiiieenieee e, 322
Chris SANAErs'S BlOQ  .ovvvviiiiiiiiiii ettt 322
Brad Duncan's Malware Traffic ANalySiS. ..o 322
IANA'S W B D SITO .t sbb e s neeas 323
W. Richard Stevens's TCP/IP lllustrated Seri€sS.....cccccocviiiuvnriririimiriieieieeeieeeeeeeeeeen, 323
THE TCP/IP G UITE c.etiiiiiiiie ettt et e e e 323
B
NAVIGATING PACKETS 325
Packet REPIESENTALION. ........cuiiii i e e e s r e e e s s e e e e e s st reeeeeensnnrneeeeeanan 326
USING PACKEL DIBGIAIMS ... .eiiiieiiitiiiie ettt e e e e ettt e e e s e s saabb e e e e e e e ssnbeaeeaaeeaannbaaeeaaaeans 328
Navigating & MYSIEIY PaCKET.........oouuiiiiiiei ittt 330
[ o= U I a0 U Lo | SRR 332
INDEX 333

Xiv Contents in Detail



