Chapter 1

Table of Contents

Tribute to Evi
Preface

Foreword
Acknowledgments

SECTION ONE: BASIC ADMINISTRATION

Where to Start

Essential duties of a system administrator..........cccccceeeviviieiienns
CoNtrolliNg ACCESS.....ccviiviiieciecie e
AddiNg hardWare..........ccooveiiieieece e
AUtOMALiNG taSKS.....cveiieiieie e
OVerseeing DaCKUPS....vcv e
Installing and upgrading software..........cccccoevveivieiiicieecnn,
MONIEOTING. ..
TroubleShOOtiNgG....cccoiiiiccic e
Maintaining local documentation...........ccccceeveviveinccicceennenn,
Vigilantly monitoring SECUTItY .......covivviiiiiiieec e
Tuning PerformMancCe..........cccocveiiiie i
Developing Site POLICIES......ccviiiiiiiireeee e
Working With VENdOrS.......cccveiveie e
Fire fighting ..o,

xI
xlii
xliv
xlvi



Vi

UNIX and Linux System Administration Handbook

Suggested DaCKgrOUNG.........cooiiiiii e 7
LiNUX diSTIIDULIONS...cvieiiiiiece e 8
Example systems used in thiS DOOK.......cccooiveiiiiii e 9
Example LinuX distribUtioNS........cccoveiiiieiiecc e 10
Example UNIX distribution. ... 1
Notation and typographical CONVENTIONS.......ccccvviiiieieiieceee e 12
O SRS ORTRSTPR 13
Man pages and other on-line documentation..........cccccoee e i 14
Organization 0fthe Man PagES......ccceieiiriiieiee e 14
MaN: FEAA MAN PAGES . c.veverrertirrerieeeeieiesieste e ste et sre e et eeessestesbesresbesreeseenes 15
StOrage Of MaN PAGES...cvi i 15
Other authoritative dOCUMENTATION.......ccvviiiieiii s 16
SySteM-SPECITIC QUIARS....vveiieieiiese e 16
Package-specific dOCUMENTATION ..o 16
B OOKS .ttt nne e 17
RFC PUBDTICAtIONS...cciiciece e 17
Other sources Of INTOrMAtION.......cccviiiiee e 18
KEEPING CUITENT. ...ttt ettt reesae e sre s 18
HOWTOS and referenCe SIteS.......coviiiiiiiiiiiisesie e 19
(O] 01 (=] €T a0l TP URTR P 19
Ways to find and install SOFtWaAre.........ccveveiiiiicc e 19
Determining if software is already installed............cccoiiniiiiiii 21
AddiNg NEW SOTEWEAIE......ciiiiiecic e 22
Building software from SOUICe COR..........couiiiieiiieieee e, 23
Installing from a Web SCHIPt........cooveiiii et 24
WHEIE 10 N O ST ittt sttt e sre e ne e nreas 25
Specialization and adjacent diSCIPIINES........cccviveiiieii e 26
DBV OIS, ettt nes 26
Site reliability NGINEEIS......oci i 27
Security OpPerations ENQINEEIS. .....ccoiiiieiieieeee et 27
NetwOork adminiStratorS........coovi i 27
Database adminiSTratorS. .....coiiiieiieieie e e 27
Network operations center (NOC) engineers........cccveveveeveeiieseeseeie e 27
Data center teCNNICIANS.......oiiei e 28
ATCNITECTS .. e 28
Recommended readiNg ..o e e 28
System administration and DeVOPS....cccvvereeie i 28

ESSENtial t001S . oo 29



Chapter 2

Table of Contents

Vi

Booting and System Management Daemons 30
BOOL PrOCESS OVEIVIBW ... .eeiiciieitieie e siee e e e ee e ee e ste e e sseeaeera e teeaeaneesneennas 30
SYSTEM TIMMWATE ...t 32
BIOS VS, UEF L..iiiiiieieee et 32
LegaCy BIOS ... . s 33
UEFIL.coiiiee, 33
BOOT IOAABTS. ...t 35
GRUB: the GRand Unified BoOt I0@der.......cccoiveiiiiiiieece e 35
GRUB CONFIQUIAtION.....cviiiiiiicciecie et 36
The GRUB cOmMMANd [INE...cooiiiiiiiiiiieieee e s 37
LiNUX KErNel OPtIONS ..o e 38
The FreeBSD DOOT PrOCESS. ..cuiiieiierie e ettt ae e nneas 39
The BIOS path: DOOLO.........oiiiie e 39
The UEFI Path ..o 39
loader CONTIGUIATION ......cviiiiiccee e 40
[oF= o L=T T 4 4= VgL LSS 40
System management daBMONS.......ccveiiiiieieeeeee e 41
Responsibilities OF INTt......cccovieiece e 41
Implementations OF INTT......ccooiiii e 42
TraditioNal TN T ..o s 43
SYStemMd VS. the WOITd.......coviiiiiee e 43
inits judged and assigned their proper punishments........c.cccccocevveieieeneen, 44
SYSEEMA 1N AETAIL.....eeiiee e e 44
UNits and UNIt FIIES...c.vieieieci e 45
systemctl: manage SYSTEM . ...cooiiiiiiiii s 46
UNIE SEATUSES. ..ottt bbbttt st ens 47
I L0 =0 PP TP PR 49
Dependencies amMONG UNITS.......ccuoiiieieieieie et 50
EXECULION OFUEI....ciiiiiiiieee e bbb 51
A more complex unit file eXample......cooovieiiiii i 52
Local services and CUSTOMIZATIONS........cocviieiierieiie e 53
Service and startup control CaveatsS.........ccevveveiieii e 54
SYSTEMA IOQQING . eeiiiiieie e e 56
FreeBSD init and Startup SCIiPLS....ccoiiiiiiieiiiiesie e 57
Reboot and shutdown ProCEAUIES. .......ooi i 59
Shutting down physical SYStEmMS........cccociviiiiceccee e 59
Shutting down cloud SYSTEMS........ooviiiiiiii e 59
Stratagems for a NONbOOtING SYSTEM ......oiiiiiiccc e 60
SINGIE-USEI M O T B . 61
Single-user mode 0N FreeBSD........coviieiiii e 62
Single-user mode With GRUB............coiiiiiie 62
Recovery of Cloud SYStEMS........coviiiiiciece e 62



viii

Chapter 3

Chapter 4

UNIX and Linux System Administration Handbook

Access Control and Rootly Powers 65
Standard UNIX aCCeSS CONTIOL.....ciieiiiiiiieiiieesie e 66
Filesystem acCess CONTIOL.......ooiiiiiiiiiiee e 66
ProCESS OWNEISNIP . ccuiiiieiecie e e e enes 67
THE FOOT ACCOUNT....eiitieieeie ettt ettt eneenrs 67
Setuid and setgid EXECULION........c.ccveiiiie e 68
Management 0fthe ro0t aCCOUNT........ccoiveiiie e 69
ROOt ACCOUNT TOGIN ...ttt 69

SU: SUDSEItULE USEr TAENTILY ....ecivicie e 70
SUAO: TIMITEA S U oot e 70
Example configuration..........ccccoveiiie i 71

SUCO PrOS AN CONS...eivviieiiiieie e sie e s e se e re et esreesreeseesneeneas 72

sudo vs. advanced access CONrol.......coooieieiieiiiese e 73

TYPICAL SEEUP c.vvevieiece et 74
Environment management. ... 74

SUAO WILNOUL PASSWOTAS...c.veeiiiiieiiieiesie et e 75
PIECEUBNCE. .. .ottt e 75

sudo without a control terminal.........cccccooeiiiiii i 76
Site-wide sudo configuration........ccccce e 76
Disabling the ro0t aCCOUNT......ccciiiecice e 78
System accounts other than ro 0 t........coviiiiiii e 78
Extensions to the standard access control model............ccooeveviiinnniiiiin, 79
Drawbacks of the standard model........ccccoooiieiiiiiiii e 80
PAM: Pluggable Authentication Modules..........ccccoevvevviienieece e 80
Kerberos: network cryptographic authentication.........ccccooevvnie e, 81
Filesystem access CONtrol TiStS......ccvoviieeiiiiieiiecc e 81
LiNUX CAPADTIITIES. ...cciiiieceec e 82
LINUX NAMESPACES. ...c.veevieiiieieeeecteesteeeesta et s e ste e sraesre e s re e teaneesreeeeenee e 82
MOdern aCCESS CONTIOL......ciiiiiiieiercce e 83
SEPArALE BCOSYSIEIMS. .. uiiiiiiie ettt e e e e nnaeeens 84
Mandatory acCess CONTIO . ....ciiiiiieiee e 84
Role-based access CONTIOL... ... 85
SELinux: Security-EnNNanced LINUX........ccooeiiiiniiiiiiieenese e 85

F N o] 0 AN 11 Ko ] TP U PR UUPR PP 87
Recommended readiNg ..o e 89
Process Control 90
COMPONENTS OF 8 PrOCESS.....viuiitieesieeie sttt 90
PID: process ID NUMBDET ..ot 91
PPID: PAr€Nt PID ... 9
UID and EUID: real and effective USEr ID .........ccocvvvvvieiieneneninenesesenns 92
GID and EGID: real and effective group ID .......ccccovevveieviesie e 92

AN T o= 1= PSSR 93

CoNrol tEIMINGAL. ... et 93



Table of Contents iX

The life CYCle OF @ PrOCESS. ....vciiiie e 93
SHGNAIS s 94

KIll: SENd SIGNAIS....ciiiiicce s 97
Process and thread StAteS........cviviieiieriee e 97

PS: MONITON PIrOCESSES. .. vveiveerieitieiteetesttesteeiteeteesteebeaseesreeseesseesreeeeaseesseesesneesreeneeans 98
Interactive monitoring With tOP ...oc.ooiiiiiiieee s 101
nice and renice: influence scheduling priority.........ccocvieneiiininienceene 102
The /ProC fIleSYSTEM ... 104
strace and truss: trace signals and system calls .........cccccooiiiiiiniiniiicc 105
RUNAWAY PrOCESSES. ..iiiitiiiitiieiiiee sttt e sttt e sbee e ssbe e sbe e ssbe e s ssbe e s sbb e e s ssaeeasbbeeaseeearaee s 107
PErTOAIC PrOCESSES. .. ettt sttt sttt sb bt nae i 109
cron: schedule COMMANDS.........cciiiiiiiie e 109

The format of crontab files..........ccooviiiiiiii 110

Crontab ManagemMent........ccov i 112

Other CroNtaDS. ....c.vciie e 112

CrON ACCESS CONTIOL....iiiiiiiieii et 113

SYSTEMA LM BT S ittt ns 113
Structure of Systemd tiMersS......ccccceveiieeie e, 114

systemd timer eXample.. ..o 114

SYStemMd tiMe EXPreSSIONS......cviiiecieciese et re e 116
TrANSIENT TIM BT S ittt sne s 117
Common uses for scheduled tasKS........ccooveiiiiiieiiiieseee e 118
SENAING MATL...ooiiie e 118
Cleaning up a fileSYSIEM ......oiiiiiciieee e 118
Rotating alog file ... 118
RUNNING DALCh JODS ..o 118

Backing up and mMirroring....cccccoveiieieiie e 119
Chapter 5 The Filesystem 120
PaTNNAMES. . 122
Filesystem mounting and UnmMOUNTING.......cccooiiiieiinie e 122
Organization 0fthe file tree.......ccviii e 125
FElE By P S e 126
REGUIAT FHIES .. i 129

[ 1] =Tt (o] =SSR 129
HArd TINKS .o e 129
Character and bIock device fIleS........coiieiiiieiiieece e 130
Local domain SOCKELS. ......cueiiiiieiecie e 131
NAMEA PIP S ittt bttt r bbbt e s 131

SYMDBOKIC TINKS ... 131



UNIX and Linux System Administration Handbook

FIlE AttrIDULES. ... 132
The PErmMISSION DItS.....c.viieiicie e 132
The setuid and Setgid DItS........ccviveiieiiicceee e 133
THE SHCKY D I s 134
IS: list and INSPECE FIlES.....viiiiiieieeeee e 134
chmod: change PermMiSSIONS. ....cccoviiiiiierireee e 136
chown and chgrp: change ownership and group.......ccccceeevveeveeiesiecieenns 137
umask: assign default PErMISSIONS........cccvviiieierere e 138
LiNUX DONUS FIaQS....eiiiiiiiie e s 139

ACCESS CONTION TISTS ..o 140
A CAULTIONATY NMOTE .ot 141
A L DY P S ittt 141
IMpPlementation OF ACLS.......cooiiiiiiieere s 142
LINUX ACL SUPPOIT.ceeeiiiiieciieiteeie sttt sttt sneenne s 142
FreeBSD ACL SUPPOTT...eiiiiiieiiiie ettt 143
POSIX A C LS ittt sttt ne e nens 143

Interaction between traditional modes and ACLS.........cccccevenieiienens 144
POSIX access determination.........ccoveereneneneseseseseeee e 146
POSIX ACL INNEIITANCE.....ciiiieiiieieeeee et 146
NFSVA A C LS ittt ettt 147
NFSv4 entities for which permissions can be specified.............cc......... 148
NFSV4 access determMination.......coceieieiinieiieieesese e 149
ACL inheritance IN NFSVA ..o 149
NFSVA ACL VIEWING...coiiiiiiiieie et 150
Interactions between ACLS and MOdEeS........ccccvviriririeeienienene e 151
NFSVA ACL SEEUP .oveiveiiieiieieieie ettt 151
Chapter 6 Software Installation and Management 153

Operating system inStallation..........cccccvevvie i 154
Installing from the NetWOrK.........cocvv e 154
SELtING UP PXE .ot et 155
Using kickstart, the automated installer for Red Hat and CentOS............. 156

Setting up a kickstart configuration file...........ccccoooiiiiiniii 156
Building a KiCKSTart SEIVEr......cc.viviieee e 158
Pointing kickstart at your config file..........ccooveiiniiniiiiniie, 158
Automating installation for Debian and Ubuntu.........c.cccooveviniiiivecnce. 159
Netbooting with Cobbler, the open source Linux provisioning server.... 161
Automating FreeBSD installation...........cccoceoviiieiiiiciec e, 161

MaNagiNg PACKAGES. ..o 162

Linux package management SYSIEMS ........cccoveveiieieenie i 164
rpm: manage RPM PaCKAGES. ..ot 164

dpkg: manage .deb packages..........cccviiiiiiiiii 166



Table of Contents Xi

High-level Linux package management SYStEMS........ccucvvvrerenireninenieeeienes 166
PaCKAgE FEPOSITONES. . c.vieieiiieeieeie ettt 167
RHN: the Red Hat NEIWOTK......oiviiiiiiiiiese e 169
APT: the Advanced Package ToOol.........ccoooviiiiiiiiiiie s 169
Repository configuration..........ccceiveii e 170
An example /etc/apt/sources.list file......c.cooovveiiiciiieiie e 171
Creation of a local repoSitory Mirror......ccovieiiiinnieiece e 172
APT QUTOMATION .ottt 173
yum: release management for RPM ... 174

FreeBSD software ManagemMent........ccooveveiieeieere e seeie e e e 175
THE DASE SYSTEIM ...t 175
pkg: the FreeBSD package Manager.........ccccvveiueiieeiieeriesieeseesieseesieesne e, 176
The POrtS COECTION ..o 177

Software localization and configuration.........coccooeiieiiin e 178
Organizing your 10CaliZatioN..........ccccvevviieiiece e 179
SEIUCTUNING UPAATES ettt 179
Limiting the field of play ... 180
B 41 USSR 180

Recommended readiNg . ..ot 181

Chapter 7 Scripting and the Shell 182

SCripting PRITOSOPNY oo s 183
VW MICTOSCIIPTS ottt bbb 183
Learn a few tooIS Well..........ccooiiiiiiiec s 184
Automate all the tNINGS ... 184
Don't optimize prematurely........coocceeie e 185
Pick the right scripting 1anguage........cccooereieiineiesieee e 186
FOIOW DESE PraCliCES ..ot e 187

SNEH DASICS ...ttt bbb 189
(070 ¢ ¢ F=TaTo I=To 1 (1 T SRS 190
PIpes and redir@CtION. .....couiiieiieie e 190
Variables and QUOTING......coviiveieeieseere e nae e 192
Environment variables.........ooo s 193
Common filter COMMANGS.....ccoiiiiiiiieeee s 194

cut: separate 1ines iNto FieldsS.......ccoovieiiiiii 194
SOIE: SOM HINES. i s 194
UNIg: Print UNIQUE TINES.....cociiie e 195
wc: count lines, words, and Characters.........ccoocvveveveieie s, 196
tee: Copy INPUL t0 tWO PlACES......ciiiiiiciee e 196
head and tail: read the beginning or end ofafile........ccccocoeviiinnen, 196

GreP: SEAICH TEX T . .ui i 197



xii UNIX and Linux System Administration Handbook

SN S CIIPTING et 198
L Tot U1 [ o SRS 198
From commands t0 SCIIPTS....c.ciiiiiiieiicie e 199
LE g oTU =V o o U 4 11 SRS 201
SPACES IN FHIENAMES. ... .ot 202
Command-line arguments and fUNCLIONS........cccoiiiiiiiini 203
CONIOL TIOW...ceii e 205
0 0} 1O PT PR 207
ATTENMETIC .ottt 209

REQUIAT EXPIESSTONS . ..c.tiiiiiiieeieeie ettt et e e e nbeenee s 209
The MatChiNG PrOCESS....ui it 210
Literal CharaClerS.....ocveii e 210
SpeCial ChArACTEIS......cviiiee e 210
Example regular @XPreSSIiONS. .....cvi e ieeeie e esre e se e e se e 211
(O 1 0] (U] {1 T PRSP UPUURTPPTO 213
Greediness, laziness, and catastrophic backtracking...........cccccovveveiiennne, 213

PYthoN Programming ... 215
The passion OF PYthon 3. n215
PYthon 2 0r PYthON 372, ..o 216
PYThON QUICK STAIT.....ccuiiiiiie i 216
Objects, strings, numbers, lists, dictionaries, tuples, and files.................. 218
Input validation eXample. ... 220
(I 0T o] o 1 T TR OPRPTURPPUPRTPPIN 221

RUDY ProgrammMiiNg....cocceeeieeieeie et sae e sre e e e sneenaenneas 223
INSTAHALION ... e 223
RUDY QUICK STaTT. it 224
BlOCKS. .. ettt et nee e 225
Symbols and option hashes........ccccoieiiii i 227
Regular expressions in RUDY ... 227
RUDY @S @ FIHITOT .. 229

Library and environment management for Python and Ruby...........cccccc.coc..... 229
Finding and installing PaCKages. ........ccooeriiiiiiiiiiieeece e 229
Creating reproducible enVirONmMents.........ccccevveiiiieie e 230
MUIEIplE ENVIFONMENTS. ..ottt 231

virtualenv: virtual environments for Python........cccccooiiiiiiinies 232

RVM: the Ruby environment Manager.........cccccevvvveiieeneeieseese e 232
ReVisSion CONrol With Git........ccoveiiiiiiiiisee e 235
A simple Git eXampPle. ..o 236

] | AoV T U £ USSP 239
Social coding WIth G it.....cccooiiiiiiiiiec s 239

Recommended reading.....ccooioiriieiiiie e 241
Shells and Shell SCIIPLING......ccviiieiiee e 241
REGUIAT EXPIESSIONS...cueeiieieeiiecieeiesee e ee e e et e sae et esre e sneesreeneenns 241
PYENON e 242



Chapters

Chapters

Table of Contents

Xiii

User Management 243
ACCOUNT MECNANICS. .. eitieiicie ettt nre s e 244
The /etC/PasSWA TIlE ..o s 245
LOGIN MAIM B ittt e s ae et e sa e re et e s neesaeeneennens 245
ENCrypted PASSWOIT. .....oiuiiiiiiiiieieiee e 246
UID (USEr ID) NUMDET ... et 248
Default GID (group ID) NUMDBDET ..o 249
GECOS FIeIU ..o e 249
[ [0 00 I =T o (o] Y SR SSSS 250
LOGIN SN 250
The Linux /etc/shadow File ... 250
FreeBSD's /etc/master.passwd and /etc/login.conffiles.......ccooevvccviieinene, 252
The /etc/master.passwd file.........ccooveiiiiiiicc e 252
The /etc/10gin.CoNTile......cccoove e 253
The /etC/group Flle .. 254
Manual steps for addiNg USETIS. ..o 255
Editing the passwd and group filesS.......ccccvviveiieiiiie e, 256
SEttiNg @ PASSWOTU . .cueiiiieiieiie ettt 257
Creating the home directory and installing startup files..........c.cccccoevennennne. 257
Setting home directory permissions and ownershipsS........cccocevvvveiiveneene. 259
Configuring roles and administrative privileges........ccccocivevievecicieenenn, 259
FINISRING UP i 260
Scripts for adding users: useradd, adduser,and NEWUSEIS.......ccceevveecveeieennn. 260
UEST=T = o [o I 0 T U GRS 261
adduser on Debian and UbBDUNTU ..o 262
AddUSEr ON FreEBSD......ociiiiiiiieeeee s 262
newusers on Linux: adding in DUTK ... 263
Safe removal of a users account and fileS.........ccocvvviiiiiiiiii e, 264
USEr 10giN 10CKOUL........cciiiiiiiiii e 265
Risk reduction With PAM ..o 266
Centralized account ManagemMeNt.......cocveiiiie i 266
LDAP and ACtIVE DITECIOTY ...ooiiiiieiiiic et 267
Application-level single sign-0Nn SYStEMS.......ccccvevieiiiiiiie e 267
Identity management SYStEMS........cooiiiiiereiese e 268
Cloud Computing 270
The CloUd IN CONTEXT......oiiiiiiiiieee e 271
Cloud platform CROICES.....cuiiiiiee e 273
Public, private, and hybrid cloudsS.......cccccvevvvieie i 273
AMAZON WED SEIVICES....iiiiiiiiiiiie ettt 274
Google Cloud Platform......cccocoviiecice e 275
DigitalOCRAN......ccieiee e 275



Xiv UNIX and Linux System Administration Handbook

Cloud service fundamentals.........ccooeieiieiiiie e 276
ACCESS 10 the ClOUD....cviiiiiciicce e 277
Regions and availability ZONEsS........ccccvviieiice e 278
VIrtual Private SEIVETS...oco it 279
NETWOTKING ..e ettt te e re e e 280
S (0] - [0 TP T PP PP PRPPP 281
Identity and authOriZatioNn...........ccccoceiieii e 281
AUTOMATION ottt 282
SErVerless FUNCLIONS . .....ooiiiiiiie e e 282

Clouds: VPS quick start by platform........ccccooevieiiiieiieeceee e 283
AMAZON WED SEIVICES...iiiiiieiiieiesie st eie sttt ee e sae e 283

aws: control AWS SUDSYSIEMS........coviiiiiiiece e 284
Creating an EC2 INSTANCE..........ccooiiieiiieie e 284
Viewing the conSole 10g.....ccovoiiiiiiii e 286
Stopping and terminating INStANCEeS.......cccccvevveiereere e 287

Google Cloud PlatfOrm ... 288
Setting UP GCIOUT ..o 288
Running an instance 0N GCE........ccooviieie i 288
DiIgItalOCEAN.......eeii et 289
COSE CONTIOL. .ttt 291
Recommended REAING........cuuieiiiiiiiiiesieie e 293
Chapter 10 Logging 294

o I Lo To3=Y o] 1 1< USRS 296
FIleS NOt T0 MANAGE. ... ccvi e e 298
How to view logs in the systemd journal........cccccoeovviiiieii i, 298

The SyStemd JOUTNAL........coiiii e 299
Configuring the systemd journal.........ccccccoveiiiiciicie e 300
Adding more filtering options for journalctl...........cccooovviiiiieiiiic e 301
C0oexiStiNg WIth SYSI0Q.....ccuiiiiiiiiieieee e 301

325 (oL ST SSRT 302
Reading SYSI0g MESSAGES. ...c..ooviiiriririieieeee e 303
RSYSIOQ @rCNITECTUTE. ..o 304
RSYSIO0 VEISTONS...uiiieeieciie sttt e st ste e esre e e e sneenne s 304
RSYSIOg CONFIQUIAtION.......ccviiiiic e 305

IMOAUIES ... 306
SYSKIOQA SYNLAX.....eiiiiiieiiieitieie et 307
LeQgACY AIFECTIVES. .. eeiieiecieecii ettt nne e 311
RAINEISCIIPL. ..t e 312
Config file @XampPIeS.......oiieiice s 314
Basic rsyslog configuration........c.ccocceee e 314
Network 10gging CHENt.........ccco i 315
Central 10gging NOST......oiiiiiiee s 316
SySIOg MESSAGE SECUTTLY ...vveieiiieiiieiie e stee sttt e e sre e 317

Syslog configuration debUQQING.......cccveieieieiiieresee e 318



Chapter 11

Table of Contents XV

Kernel and boot-time 10gging........ccoeiieiiiie i 318
Management and rotation oflog fileS......cccooviiiiiiii i 319
logrotate: cross-platform log management........cccoovvieieiinencneneseees 319
newsyslog: log management on FreeBSD........c.cccccoveveiieeie v 321
Management 0f10gs at SCAle.........cccooiiiiiiic 321
The ELK STACK ... 321

LC 7217 [0 o OSSR 322
LOQQING 8S 8 SEIVICE ..cuiiiiiiieiieeie sttt sttt sr et 323
(oo o [ T [ oo 1Yo =SSR 323
Drivers and the Kernel 325
Kernel chores for system adminiStrators........ccoooeiiiinininieieiee e 326
Kernel Version NUMDEIING........cvviiiiiec e 327
LINUX KEINEI VEISIONS.....eiiiiiieeie ettt s 327
FreeBSD Kernel VEIrSIONS.....cvoiiiieiee et 328
Devices and their QFIVEIS... ..o 328
Device files and device NUMDErS..........covieiiiii i 329
Challenges of device file management.........coccooveiiinnieie e 330
Manual creation 0f device FIleS........oooiiiiiiiii e 331
Modern device file management.. ... 331
Linux deviCe ManagemMENt.........ccceiverieeierieieeieseesie e e see e eaesree e eaesneeneeas 331
Sysfs: a window into the souls of deVvices.........cccovevvvevveeiienise e, 332
udevadm: exXplore EVICES........cevveieiieieere e 333

Rules and persiStent NamMES........ccociiiiiiinieiee e, 334
FreeBSD device Management........cccoiveiiiieieeie e 337
Devfs: automatic device file configuration.........cc.cccocvevviieiiececienenn, 337

devd: higher-level device management..........ccccevoeiininniienenieseeiene, 338

Linux kernel configuration ... 339
Tuning Linux Kernel parameters........ccovveieeesie e 339
Building a custom Kernel.........coooiiiiieiiiee e 341
Ifitaint broke, donT fiX it ..o 341

Setting up to build the Linux Kernel.........cccoooo oo, 341
Configuring Kernel OPtioNS......ccccviieiieii e 342
Building the Kernel Dinary ... 343

Adding a LinuX deViCe ATiVer.....ccciviieiiiiee e 344
FreeBSD kernel configuration........ccooeiiiiieieiie s 344
Tuning FreeBSD Kernel parameters......ocoecveieeieseene e seese e e 344
Building a FreeBSD Kernel ... 345
Loadable Kernel Mo dUIES......coiiiiiiiieeee s 346
Loadable kernel modules in LiNUX.......cccccerveieiiienenie e 346
Loadable kernel modules in FreeBSD ..o, 348

B O 0T IN g ittt 348
LINUX DOOT MEBSSAQGES . ..itieiiiiieitieie sttt sttt 349

FreeBSD DOOT MESSAGES. . .cviiieiieieeie et 353



XVi

Chapter 12

Chapter 13

UNIX and Linux System Administration Handbook

Booting alternate kernels in the cloud
Kernel errors.....cceeveveniiieniinnnns
Linux kernel errors........ccceevenee,
FreeBSD kernel panics...............
Recommended reading.......c..ccocueuee.

Printing

CUPS printing......cccocevveiienienieneene.
Interfaces to the printing system
The print qUEUE......ccvevvecreee.
Multiple printers and queues ...
Printer instances........cccceevevvenen.
Network printer browsing.........
e 1 =] S

CUPS server administration.............
Network print server setup---—-
Printer autoconfiguration........
Network printer configuration .
Printer configuration examples.
Service shutoff..........cccooeienn.
Other configuration tasks........

Troubleshooting tipsS.......ccccccevvenenne.
Print daemon restart...............
LOog FileS .o
Direct printing connections ...
Network printing problems----

Recommended reading...................

SECTION TWO: NETWORKING

TCP/IP Networking

TCP/IP and its relationship to the Internet..

Who runs the Internet?...........ccoeveeenee
Network standards and documentation
Networking DasicCs......c.ccoovveieninciiiie
IPVA and IPVG.........ccoveeiiiiiiic i
Packets and encapsulation.....................
Ethernet framing.......ccccooveiiiiniiniens
Maximum transfer unit..........cccoeveeene.

355
356
356
359
359

360

361
361
.362
.363
.363
.363
.364
.365
.365
.366
367
367
.368
.368
.369
,.369
,.369
370
.370
371

375

375
376
376
378
379
381
.382
.382



Table of Contents XVii

PaCKEt A0UIESSING . ...eiueeeeiiitiiieei bbbt 384
Hardware (MAC) addreSSINg.....ccooeeieiieiieieeie e 384

| o [0 L TTS] [ o OSSR 385
HOoStName “adareSSing™ ......ccooiiiiiniiieieie e 385

P O LS s 385
AAAIESS LY PBS .eeieeiieiie ittt ettt et este e e nre e reeeeaneere s 386

IP addresses: the gory detailS.......coeiiiieiiie s 387
IPVA aAUIESS ClASSES...uuiiiiiieitiiiieiieiieie ettt e 387
IPVA SUDNETIING....iiiiicieee e 388
Tricks and tools for subnet arithmetiC.........ccoccoviiiiiiiiiii e, 390
CIDR: Classless Inter-Domain ROULING.........cccevveieiieieeneeieseese e 391
AdAress alloCAtION.........coviiiiiiicc e 392
Private addresses and network address translation (NAT).....cccoveiiviinnnnns 392
IPVE QOAIESSING .eeiiieiieiie ettt bbb 394
IPV6 address NOTAtION........cccviieierieie e 395

IPVB PreTIXES it 396
Automatic hoSt NUMDBEIING....cccoiiiiiie s 397
Stateless address autoconfiguration..........ccoceeveeeiiniesie s 397

IPVG TUNNEIING ...oiiiiiec s 398

IPVE INfOrMation SOUICES.......couiiiiiiiieiecie e 398

ROULING . .ttt ettt ettt e et e b e e e sre e sbe e e e areenae e 398
ROULING TADIES.....eiiicece e 399
ICIMP TEAITECES .itiiiieie ettt 401
IPv4 ARP and IPV6 neighbor diSCOVEIY ......cooiiiiiiiiiiiieeee e 401
DHCP: the Dynamic Host Configuration Protocol..........c.ccccccveveiiveieiieieennn 402
DHCP SOTtWAIE...c.eeiitieiieee ettt 403
DHCP DENAVIOT ...t 404
ISCEDHCP SOTIWAIE.....eiiieie e 404
SBCUNIEY ISSUBS.c.vteutietiesieeteesiestee e este s e e ste et e areeste et e sseestaeseeaseesseesseaneesraenseaneennaeneean 406
IP FOrWardiNg . coi e 406
081V =T 1 =T o £ OSSR 407
SOUICE FOULING .eeveeiecie ettt e e b e sra e nre e ens 407
Broadcast pings and other directed broadcasts.........cccocvevvvieivereiiiesinnnnns 407

IP SPOOTING ..ot 408
Host-based fIreWalls...........cooiiiiiii 408
Virtual private NEtWOTKS........c.ooveiiic e 409
BasiC Network CONFIGUIAtiON........cooiiiiiiieece s 410
Hostname and IP address assignment.........ccccooveenieniiie e 411
Network interface and IP configuration..........ccccooeviiiieiicii e, 412
ROUtING CONTIQUIAtION......oiiiiiiii e 414
DNS CONFIGUIAtION.....iiiiiicic e 415

System-specific network configuration.........ccccceveveiieniesceseee e 416



Xviii

UNIX and Linux System Administration Handbook

LINUX NEEWOTKING . ..eiiiiieiiiesieeeee e 417
NEIWOIKIMANAGET ... .cviiiieiiieie ettt e et e st e e ste e e e e nreeneenrs 417

ip: manually configure a NetWOrK........ccccvevvieiieie e 418
Debian and Ubuntu network configuration...........cccoceeeiniienienenicnennnn 419

Red Hat and CentOS network configuration..........cccccvevviievineicsiesnenns 419
Linux network hardware OPtioNS.......c.coveeieieiesc e 421
LINUX TCP/IP OPTIONS .ottt 422
Security-related kernel variables..........ccocooiiiiiiiiiic 424
FreeBSD NetWOTrKING . .coooieiieiie e 425
ifconfig: configure network iNterfaces.........coccovvvieevieeie i 425
FreeBSD network hardware configuration.........cccovevninieenc e 426
FreeBSD boot-time network configuration............ccccceevvieiienicceiiece e 426
FreeBSD TCP/IP cONfiguration......c.ccveoviiiiiiiisissee e 427
Network troubleShOOtING.......covi i 428
ping: check to see ifahost iS aliVe......ccccevveveciiice e, 429
traceroute: trace IP PACKETS. ... 431
PACKETL SNITTRIS. ...t e 434
tcpdump: command-line packet SNIffer.........cccoviiniiicen, 435
Wireshark and TShark: tcpdump on steroids..........cccoeveveevieieevnenenne. 436
NEetWOrK MONTTOTING ....oiiiiiiiecece e re e 437
SmokePing: gather ping statisticsS OVer tiMe........ccoooeieiie e 437
iPerf: track network performance.........ccocevveie i 437
Cacti: collect and graph data..........ccoceieiieiiiic e 438
FIreWalls and N AT . 440
Linux iptables: rules, chains, and tables.......cccccovviiiiiiiiiien e 440
IPtables rule targetS. .o e 441

iptables firewall SETUP ....cccovviieiice e 442

A complete eXampPle. ... 442

Linux NAT and packet filtering......ccccooeveiieiieiiicee e 444

IPFilter for UNIX SYStEMS....c.coiieiiiic et 445
CloUd NETWOTKING....ctiitiiiiiiieiee et 448
AWSs virtual private cloud (VP C) ..o 448
Subnets and routing tables...........ccoeiiiiiiii 449

Security groups and NACLS.......ccviieiieie e 450

A sample VPC architeCture. ..o 451
Creating a VPC with Terraform.........ccccoooeeiiiiiiiccec e, 452

Google Cloud Platform networking.........cccceoeverinininesieieesesescsesieniea 455
DigitalOcean NetWOTKING.....cocviveiieicie e 456
RecommeNnded readING . ...ccocveiieieiieieeie e ee e 457
[ T ES] 0] ST SROSUSTRO 457
ClassiCS and DIDTES.......oiviiiiiiicce s 458

PO O OIS i 458



Table of Contents XiX

Chapter 14 Physical Networking 459
Ethernet: the Swiss Army knife of Networking.........ccocooovveiinciiieicicce 460
Ethernet Signaling......coov o s 460
Ethernet tOPOI0gY . ccvc e 461
Unshielded twisted-pair cabling........cccooiiiiiiiiiie e 462
OPLICAl TIDET ... s 464
Ethernet connection and eXPanSioN........ccoovviiiiieieieiee e 465
HUD S e 465
SWITCNES ...ttt 465
VLAN-Capable SWILChES........ooviiiiei 466

ROUTETS .. 467
AULONEYOTIATION ...ttt 467
POWEr OVEr ETNEINEL.....oiuiiiiiieicee e 468
JUMDBDO FrAM S it 468
Wireless: Ethernet for NOMadS......ccoovveiiiiiiieee e 469
WIreless STANAAIAS......ooveiiiiiieieieiee e e 469
WIrEIESS CHIENT ACCESS. . uivieiieiieiiie ettt ee s 470
Wireless infrastructure and WAPS. ... 470
WIireless tOPOI0QY . .ccviiieiee e 471

SMall MONEY WITEIESS......eeiiiiiie et 472

Big MONEY WITEIESS. .. .i et 472
WITEIESS SECUITLY . - oottt 473
SDN: software-defined NetWOrKiNg.......ccooovvieiiiieiiceee e 473
Network testing and debUgQING......cooveiiiiiiieee e 474
BUITAING WITTNG it re e sre e 475
UTP cabling OPtioNS......ccoiiiiiiceee s 475
CoNNECtIONS t0 OFFICES....ccuiiieiceee s 475
WIFING SLANAAITS. ....coiiiiiee e 475
NETWOIK AESIGN 1SSUEBS ...c.veiriiiiiiitee e eee sttt sttt et e se e e st sreenbeaneen 476
Network architecture vs. building architecture..........cccocvvniiniiiiinienn, 477
EXPANSTON ..ttt 477
L070] o To 2] £ o] o OSSO PTRPP 478
Maintenance and dOCUMENTALION.........ccoviiiriiiiiie e, 478
MaNAGEMENT ISSUBS. ...cueeitieie et sieetesiee sttt sttt sbe ettt e st ebeeseesaeesreenee e 478
ReCOMMENUEA VENUOIS...c.eiiiiiiiiesie s 479
Cables and CONNECTOIS......ocuiiiiiiiie e 479
TESt QQUIPMENT...oiiiicee et ae e 480
ROULEIS/SWITCNES. ... e 480

Recommended reading......cceiveiiiieiieece e 480



Chapter 15

Chapter 16

UNIX and Linux System Administration Handbook

IP Routing 481
Packet forwarding: @ CloSer [00K.........ccooveiveiiiie e 482
Routing daemons and routing ProtoCoIlS.........ccoeviiiiininiiniieeeee e 485
Distance-Vector ProtOCOIS. .....cooiiii i 486
Link-state ProtOCOIS.....ccoveiiiiicice s 487
(07015 B 0 1= o1 ST 487
Interior and exterior ProtoColS.......cccovie e 488
ProtoCOIS ON PArAUE.....cciicie et 488
RIP and RIPng: Routing Information Protocol..........cccooevviieivecivciiecnen, 488
OSPF: Open Shortest Path First........cccccviieiiiiniieic e 489
EIGRP: Enhanced Interior Gateway Routing Protocol...........cccccocovvvvnnnen. 490
BGP: Border Gateway ProtOCOl........c.cceiieiiiiiiicse e 490
Routing protocol multicast COOrdination.........ccoceoeiiieiininineeeee e 490
Routing strategy SEleCtion Criteria.......ccoviiiiiiiieiiiie e 490
ROULING AAEBMONS...eiiiiieiiece ettt et nnaeneas 492
routed: obsolete RIP implementation.........c.ccooviiiieiiiinense e 492
Quagga: mainstream routing daemoN........ccecvvevveieerieere e = . «.493
XORP: FOULET 1N 800X 1viiiiiiiiiiierie e 494
(OF oo I (oYU L (T TSR 494
Recommended readiNg....cccccveiviieieeie et ns 496
DNS: The Domain Name System 498
DINS @rCNITECIUTE ..ottt nae e sne e 499
QUETIES AN FESPONSES....eevieiieiieeiteeie st e ste e steeste e sra e te e teenee e e sreeeenree e 499
DINS SEIVICE PIrOVIGEIS. ....iiiiiiieiieieie st 500
D N ST {0 g [oT0] QU T o1 ST SS 500
resolv.conf: client resolver configuration.........ccccoevviiiiinnni s 500
nsswitch.conf: who do lask for aname?........cccccocovviiininniiiien e 501
THe DINS NAMESPACE......cceiiiieiiitie ittt ettt sttt et sre e seenee e 502
Registering a domain NamE.........ooeiiiiieiinieseee e 503
Creating your OWn SUDAOMAINS......ccceiieiiiiieie e 503
HOW DINS WOTKS.. .ottt 503
NBIME SEIVEIS ...ttt nr e 504
Authoritative and caching-0nly SEIVers.......ccoooeieiiiene i, 505
Recursive and NONIECUISIVE SEIVEIS......ccuiuiiieieeie e sieeiesiee e sns 505
RESOUICE TECOTUS. ...veiiiiieieie ettt bbb 506
DElegatioN....cuiiicc e 506
Caching and effiCIENCY.......cccviieiieic e 508
Multiple answers and round robin DNS load balancing...........cccccecevvennenee. 508
Debugging With qUEry t001S......ccvciveiiieceee e 509
The DNS database. ......cccooviiiiiiee e e 512
Parser commands in ZONE FIleS.......cccoviiiiiiiie e 512
RESOUICE TECOIUS .vviieeeieiiiecieeie ettt sttt et e nneenes 513

THE SOA TRCOTT e esemememnnnne e 516



Table of Contents XXi

AN SR (o0 ] {0 KRR 518

YN Lo 0] (0 E- TR 519
PN Ay A AN =T oT0 ] o [T 519

e I = ToT 0] (o OO 520

1Y D =Y oX 0 1 o TSR 521

(O N Y AN Y | = T oZ0 ] o E TR 522

S R AV A (ToT0] (o KT 523
I, B =TT 0] {0 524
SPF, DKIM, and DMARC r8COTUS.....ccuiiieiireiiee ettt 525
BN I L O L= ToT0 ] o £ 525
The BIND SOFIWATE.....veiiiicieiee ettt ettt e s eara e e s e aree s 525
ComponentsS OF BIND .....c.ooiiiiiiec s 525
Configuration FIlES.....cciiie e 526
The INClude STAtEMENT......cooiieecee e 527
The 0ptioNns StAtEMENT........cciieece e 528
The ACT STAtEMENT ... s eabees 534
The (TSIG) Key StateMENT........coieiiiieciee e 534
The SErver STatEMEBNT......cccie e 535
The Masters StAtEMENT........coove e 535
The 10gging StAtEMENT......cooiiiieee e e 536
The statistics-channels statement........ccccevvveiiiiec e 536
The ZONE STAtEMENT.....viiiiiiiie e e 536
Configuring the master server for aZONe......cccocevvevieieece v, 537
Configuring a slave Server for @ ZONe.........cocooceveieneneneeieeieeesee e, 538

Setting up the root Server NiNtS........cocooveie e 539

Setting up @ forwarding ZONE ......c.oceiireniiiresees e 539

The controls statement For rNd C...coveeiiiiiiiiii e 540
Split DNS and the view Statement.........cooeiiiiiiiie s 541
BIND configuration eXamplesS.......cccoveieiieiieiicic e 543
The 10CAIN0OSE ZONE......ccuviiiiiic e 543

A small SECUItY COMPANY ....ciiiiiiiiieieee e 544
Z0NE file UPAALING.....iiieiieiiceee e 547
WA ([T (=T A1) =1 TR 548
DYNAMIC UPAALES...eiuiiiiieiiiie ettt 549
DINS SECUIILY ISSUBS ...euiiiieiieieie ettt ettt sttt 551
Access control lists in BIND, reViSited........cccoeeviieiiiie i 552
OPEN FESOIVETS. ...ttt 553
Running in achrooted Jail......ccoooiiiiiiii e 554
Secure server-to-server communication with TSIG and TKEY ................ 554
Setting Up TSIG FOr BIND ......ccooiiiiiiiecieiee e 555
DINSSEC ... o ittt ettt e et e et e e te e sbe e s be e s beeenne e 557
DINSSEC POHICY ..ttt 558
DNSSEC reSOUICE FECOTUS....cvvieitieeiieeectee ettt e et e et e etre e b e e sbee e sbeeeenreeans 558
TUurning 0N DNSSEC ... 560

Key Pair GENEIATION . ...cciiii e 560



XXii UNIX and Linux System Administration Handbook

ZONE STONTNG . teiutiitieiteeie ettt e sttt e st e e sbe st e s beebe e st e s beebesneesreebeaneesreenbeas 562
The DNSSEC Chain OF trUST.....cccviiiieieie e 564
DNSSEC KeY FOHOVE ..ottt 565
DINSSEC 1001 ..ttt et ne s 566
Idns tools, ninetlabs.nl/projects/Idns. ... 566

(0 LTS =Tot (T K3 ] o TSR 566

RIPE t0O0IS, FIPE.NEL.....c.iiieeei ettt e 567
OpenDNSSEC, OpeNndNSSEC.0MQ. .cciuvieirieeieriesieesieeie e sie e siee e e e 567
Debugging DNSSEC.........ooiiiiiieiiee e 567
BIND deDUGQING....ceiiiiieiieie et nre e 568
Logging iN BIN D ...ccuoiiiiiii e 568
CRANNEIS ..o 569

(08 1T o] [T TSP PR PR OPPPRP 570

LLOg MESSAGES. . vteiurrieiiiie it e sttt e sbee e st e e e e s b e e st e et e e e srb e e ssbeesssbeesnrneens 570

Sample BIND logging configuration..........cccocevevieninnnsieesieeieneee 573

Debug [eVels iN BIND ... 573

Name server control With rndc.......ccocveeiiiii e 574
Command-line querying for lame delegations...........ccccoceveeieninieeicseenee 575
RecoMMENded rAdING ..ccuiieieeieeie et 576
Books and other documentation ... 577
ON-1INE FBSOUICES . .eiiieiiecteeiteeieetee st e e s e ste e e ree e e e e esbeesaeeneesreenteeneeaneenneas 577
THE R C S ittt bbb 577
Chapter 17 Single Sign-On 578
COre SSO BIEMENTS. .. .ottt ae s 579
LDAP: “lightweight” direCtory SEIVICES.......ccoveiivriieieerieseere e 580
USES O LD AP ...ttt 580
The structure 0f LDAP data........ccccooeiiiiiiiiiieiesese s 581
OpenLDAP: the traditional open source LDAP SEIrVer........ccccoooveveriennnn. 582

389 Directory Server: alternative open source LDAP server........ccccev.... 583
LDAP QUETYING cteiiiiieiieeie e sieeieseeseeste e te e ae e tesneesteenaeaneesaeeeennee e 584
Conversion of passwd and group fileSto LDAP......cccoeiiiiiiienciiecee, 585
Using directory services for 10gin.........ccoveviiiieici e, 586
KBIDBIOS. .t 586
Linux Kerberos configuration for AD integration............cccccevvvevenenn. 587
FreeBSD Kerberos configuration for AD integration...........ccccevvennee 587

sssd: the System Security Services Daemon........cccccveveveeveciesiese e 589
nsswitch.conf: the name service SWitCh..........ccoveviiiii i, 590
PAM: cooking spray or authentication wWonder?.........ccccceevveveiveevnevecnnnn, 590
PAM CONTIGUIALION ..ot 591

PAM €XaMPIE..eiiiiiiiiecc et 592
AErnative apPrOACNES. ......cviiieie et re e 594
NIS: the Network Information ServiCe........ccocvviieiiiin i 594
rsync: transfer filesS SECUTelY......cooveiiiccee e 594

Recommended reading.....cccouoeeieieieeseeeee e 595



Chapter 18

Table of Contents XXiii

Electronic Mail 596
Mail SyStem arChiteCtUIe. ..o 597
USEE AOENTS. ..ttt 597
SUDMISSION AQENTS.....cueiiieeiecie e re e e e 598
TraNSPOIT AQENTS....eiiiiiie ittt 598
Local deliVErY ageNtS.....coiiieiieiecie e 599
MESSAGE STOTES. ...t 599
AACCESS A0 ENTS .utiiiiiieiiiie ettt e e b e e e e rr e 599
Anatomy 0f a Mail MESSAQE........ccviiiieee e s 600
The SMTP ProtOCOL.....ciiiiee e 603
Youhad me at EHL O ..o 604
YAV I T (0] T Lo [ R 604
SMTP aUtheNntiCAtiON......ccoiiii i 604
SPaAM ANA MAIWATE.........iiiiiiee e 605
FOTgBIIES. ..ttt et 606
SPF and SENUET 1D ...oouiiiiiieiie et 606
DKM ottt bbbt 607
Message privacy and eNCrYPLION . ...cooeiieiirie e 607
MAIT ALIASES. ... bbb 608
Getting aliases from FIlesS. ... 610
Mailing t0 FIlES......couiiie e 611
Mailing t0 PrOgraMS. ....oviiiiiiiiiieiiee e 611
Building the hashed alias database...........cccccovevveiiiieie e 612
EMail CONTIQUIAtION....c.oiiiiiiec e 612
SENAM ATt 613
The SWItCh File ..o
Starting SENAMAIL......ooiiii s 615
M QUEUES ..ottt sre e et esneeaeereenreeneeas 616
sendmail CONTIGUIATION........oci i 617
THE M4 PrEPIrOCESSON ittt sttt ettt re e ste e e 617
The sendmail configuration PIECES......ccvveiiiic i 618
A configuration file built from a sample .me file. ..., 619
Configuration PrimitiVeS........ccueiieie i 620
Tables and databases..........ccocveveiiriiiiiee 620
Generic Macros and fEALUIES. .......oivveiiiiriseeee e 621
(0] I = 1 I o] o PO SR O R TR 621
DOMAIN MEACTO ..ttt b e re e e 621
MAILER M ACTO .ttt 622
FEATURE M ACT 0 ittt 622
USE_CW_File TRALUIE......eeciee e 622
FEATTECT TRATUIE. ..o 623
always_add_domain feature...........ccocevveieienieene e 623
ACCESS_AD TRATUIE....cveeiicee et 623

VITTUSEITADIE fRATUIE. ..oee e 624



XXiV UNIX and Linux System Administration Handbook

Idap_routing FEAtUIE.......coeeiee e 624
Masquerading fRATUIES.......covviie e 625
MAIL_HUB and SMART _HOST MaACTOS....ccceeiiureeiitieeeirreeereeeerreeeneeesanens 626
Client CONTIGUIALION.......iiiiiii e e 626
M4 coNfiguUration OPLIONS....ccviieiieiiee e 627
Spam-related features in sendmail........cccooeriiiiiniiiii 628
RElaY CONTIOL ... 629
User or site DlackliSting........ccoovveiiiiie 630
Throttles, rates, and connection HMitS........c.coovvniniiieinnene e, 631
Security and SeNAMail.......ccccoiiiiiiicc 632
OWNEISNIPS it 633
PEIMISSIONS. ...ttt bbb nre s 634
Safer mail to files and Programs.........cccocevenieie e 634
PrIVACY OPTIONS ..ottt re e 635
Running a chrooted sendmail (for the truly paranoid).........ccc......... 636
Denial 0F SErvice attaCksS......coiiieiiiieiieeee e 636
TLS: Transport Layer SECUTITY .....covvveiieeie e 637
sendmail testing and debugging......cccoereiiiiiiiiiii e 638
QUEUE MONTTOTTNG ceiiiiiiiiiieeie ettt et sbe e 638
Logging.....ccccevevvvennnne 639
XM bbb 640
EXIM inStallation ..o 640
EXIM STAITUP oot 642
EXIM UTTTITIES ..o 642
Exim configuration language........ccoceveiiiiieninieeee e 643
EXim configuration File ... 644
(€] (0] 7= L 0] o] £ o 1 1< 645
(@ 011 [0] 0 1S J TP RPURPRPRRS 645
I £SO 646

Y Uo] (0 TSP PP OUPP 647
ACCESS CONLIOI HSES (ACLS) . eiiiiiiiiiieieieieese e 647
Content scanning at ACL tiM €......c.ccoveiieiiieiiece e 650
AUTNENTICATOTS. ..ttt 651
ROUTEIS. ... 652
THe ACCEPT FOUTET .. 653
The dnSIOOKUP FOULET ....ccuveiecc e, 653
The ManualroULe FOULET ........oviiieeciee s 653
The redITECT FOULBT ..c..iiiii e 654
Per-user filtering through .forward files.........ccooeiiiiiiiinie e 655

B =T 1] o L0 OSSP RUPRTPR 655
The appendiile tranSPOrt.......ccoviiiii 655
The SMEP traNSPOTT. .o e 656
Retry CONTFIGUIATION ......eiiiiic e 656

Rewriting configuration
Local SCAN FUNCLION ..uuiiiiie it 657



Table of Contents XXV

(oo |14 PRSP URTRTRR 657
D17 010 Lo o 1 T U SSSPSSRSSR 658
0 1 USRS 658
POSLFIX @rChItECTUIE.....cuviiiicie e 659
RECEIVING MaAiL....iciiiiiicc e 659
Managing mail-waiting QUEUES.........ccceererirrieie e 660

SeNAING Mail. .o 660

S CUTTEY 1ttt 661
Postfix commands and documentation............cccceevveveccicceece e 661
POSEIIX CONTIGUIATION ..ot 661
What to put in Main.Cl. ..o 662

BaSIC SELLINGS...cuveiieieciecie et 662

NU CHIENT e 662

USE OF POSICONT ..o 663

LOOKUP tADTES ... 663

LOCAl AEIIVEIY oo 664

Virtual dOMAINS......coeiieie e ens 665
Virtual alias dOMaINS.....ccveiiiieiiee e 666

Virtual mailboX doOmMains. ... 667

ACCESS CONTIOL ..o s 667
ACCESS TADIES. ... 669
Authentication of clients and encryption......cccccecevveiieececinseesesnns 670

D 1] o0 Lo [0 1T FO SRR UURRTRORPRRN 670
LOOKING 8L the QUEUE ....ceveieeeeeeeeeeeeeee et 67 1
SOTE-DOUNCING ..o s 671
Recommended readinNg....c.cceceiiiiicicceese e 672
SENAMAI] FEFEIENCES. ....eiieeie et 672
EXIM FETEIENCES. ...t 672
POSHFIX FETEIBNCES .. it 672
R C S ittt bbb b bbb r e e e 673
Chapter 19 Web Hosting 674
HTTP: the Hypertext Transfer ProtoCol.........ccccccoiviiiiiiiicce e 674
Uniform Resource Locators (URLS)...cccciviieiiiieseere e 675
Structure ofan HTTP transaction........cccccccvveiiieii e 676
HTTP FEQUESTS ..o 677

HT TP FESPONSES ittt ettt sttt 677
Headers and the message body........cccccvevieiiiiiese e 678

curl: HTTP from the command [iNe........cccoiiiiiiiininii e 679
TCP CONNECTION FEUSE .eviiieeiecie e esieeee e e ee st sae ettt e e sae e neeee e 680
HTTP OVEE TLS. .ot 681

ViITtUAL NOSES. ..ot



XXVi UNIX and Linux System Administration Handbook

WED SOFtWAIE DASICS..cuiiiiiiicie e e 682
Web servers and HTTP proxy SOftWare.........c.ocovverinininienene e 683
L080 DATANCEIS ..ottt ne s 684
CAC NS et bbb 686

BrOWSEI CACNES ..ot 687
PrOXY CACNE .ot 688
REVEIrSE ProXY CACNE .....iiieiieie e 688
Cache Problems.... ..o 688
CaChe SOTIWATE ...cueiieiee e 689
Content deliVery NEIWOTKS......c.oiiiiiicereeee s 689
Languages Of the WED ........o i 691
RUDY o nn 691
PYTNON s 691
JAV e 691
[N Fo o =3 T OSSR URPPR T 691
P H P e 692
G TSP URURORRP 692
Application programming interfaces (APIS).......cccoiiriiiciiiiiic e 692

Web hosting inthe CloUd........ccooviiiie e 694
BUIA VEISUS DUY .o 694
PlatfOrm-as-a-SEIVICE. ......ccuiiiiieiieie e s 695
Static CONtENT NOSTING.....viiieececee e 695
Serverless web appliCatioNns........cccoveiiiiiiiiiiiiee e, 696

APACNE NTEP. ..o e 696
REEPA TN USE e 697
httpd configuration 10gQiStICS.........cceiieiiiie e 698
Virtual host CONTIGUIATION........coiiiiiiieeee e 699

HTTP basic authentication. ..o 701
Configuring TLS......oo i 702
Running web applications within Apache........cccccocviiiiiiiiceiieee, 702
(oo o |14 RSP URTTRTRR 703

NG N DX bbb bbbt et e et bbbt b e neene s 704
Installing and runnNing NG IN X ......cooiiiiiiiii e 704
ConfiguriNg NG IN X ..o 705
Configuring TLS FOr NG IN X...oooiiiiiiieiiee e 708
Load balancing With NG IN X .......ccoiiiiicece e 708

H A P T OXY e 710
HEAIth CRECKS ...ttt 711
SBIVEE STATISTICS . c.uiiuiiitieie ettt eas 712
SHICKY SESSTONS....cvieiieiecieeite ettt e e e re e ste e e reenae e 712
TLS terMINATION c.ei it nne e 713

Recommended readiNg......c.ccciieieiieiee e 714



Table of Contents XXVil

SECTION THREE: STORAGE

Chapter 20 Storage 717
[justwant to add a disK......cccoveiiii e 718
LINUX TBCIPE ettt bbbt 719
FrEEBSD FECIPE i itieitiiei ettt ettt e ae e ste e e reenreenee s 720
SEOragEe NATAWATE ...ciieee e te e e sneenre s 721
[ F= T 0 ] SRR 722
Hard disk reliability........ccccooooiiiiiiie e 723

Failure modes and MEetriCS......cccevieiiiieri e 723

(D NV Y 01 TSP SP USRI 724
Warranties and retir€mMent... ..., 725

SOLId STALE TISKS...uvieiiiitieiieie et 725
Rewritability IHM IS ... 726

Flash memory and controller types.....ccovvveevvie e 726

Page clusters and Pre-erasSing. ... 727

SSD reliability ....ccveieieieccece e 727

HYDIIA AFIVES .. 728
Advanced Format and 4KiB Dl1OCKS........cccoviiiiiiiiiiee e 729
Storage hardware INTErfaCeS. ... e 730
The SATA INTEITACE.......oii i e 730
The PCI EXPress iNterface......cccoiiieieeie e 730
THe SAS INTEITACE .....i it 731
USB ittt bbbt n ettt renreas 732
Attachment and low-level management of drives......ccooviiiiiiiiinciiices 733
Installation verification at the hardware level...........cccocovceiiiiiiiiiicicinnn, 733
DiSK ABVICE THES... .o 734
Ephemeral deviCe NamES.. ... 735
Formatting and bad block management...........cccccooveviiiciicce e 735
ATA SECUIE BIASE ... ueeeiiiiieeiteeeeiiee ettt ettt e ettt et s et e st e e st e e e snb e e e bn e e s bneeennee e 737
hdparm and camcontrol: set disk and interface parameters...........cc.c...... 738
Hard disk monitoring With SMART ..., 738

The software side of storage: peeling the 0NioN ..o, 739
Elements of @ StOrage SYStEM.........covviiiiiineiere e 740

The LinUX 0eVICE MAPPET . .ccieiiieiiiieite ettt st 742
DiSK PArTITIONING . ..cveeieeieiee bbb 742
Traditional PartitioNing......c.ccevi e i 744
MBR PArTITIONTNG . c.eitiiiiiiieieieeee e 745
GPT: GUID partition tablesS........cccooveiiiiiiece e, 746
(Yo TU g o F= Y (1 A (o] o 11 Vo USSR 746

FreeBSD PartitionNing......occooeiiriniiieieieie et 747



XXViii UNIX and Linux System Administration Handbook

Logical volume Management........ccccveceiieiiere e 747
Linux logical volume management........cccccecveieiiicveeie e 748
VOoIUME SNAPSNOLS.....oiiiiecccecce e 750
FIleSyStem reSIZING....cci i 751
FreeBSD logical volume management..........cccccevveieeieiieveece e 753
RAID: redundant arrays of inexpensive diSKS.......cccccovevieiiereeinsiesie e 753
Software vs. hardware RAID ... 753
RAID TEVEIS ... 754
DiSK fallUre TECOVETY ..ot 756
Drawbacks OFT RAID 5 ...ocuiiiiieeeee s 757
mdadm: Linux SOftware RAID ... 758
CreatiNg @N AITAY ......coieeee ettt sttt ne e ne e e 758
mdadm.conf: document array configuration...........ccccceevvevverervennenne 760
SIMulating @ falUre.........coooiiiii e 761

FHLESY SERIMS. ..ttt e e e s te et e e e e s raeste e e e s reenreaneeas 762
Traditional filesystems: UFS, ext4, and XFS........c.cccoviiieiiiie e 763
Filesystem terminOlOgy . ... 764
Filesystem polymorphiSm.......ccccccvciiiieieieceeeee e 765
Filesystem fOrmatting........ccccvvieiiiie i 766
fsck: check and repair fileSYStEMS..........cooviiiiiiie i, 766
FilesyStem MOUNTING ..o 767
Setup for automMAtic MOUNTING.....coooiiiiiiiie e 768
USB drive MOUNTING....ccciiiiieie et 770
Swapping reCoMmMENAatIONS. .....c.veiiiiiereie e 770
Next-generation filesystems: ZFS and Btrfs........ccoooiiiiiiiinniee e 772
COPY0N-WIITR. ..ottt 772
o] go (=] (T o3 A o o O PR URTT PRSI 772

P eI TOIMANCE ..t 773
ZFS: all your storage problems SOIVEd........cccccvcveiieieiiie e 773
pA S o I U ) SRS 774
ZFS arCNITECTUIE....iitiiiiiiciee e 774
Example: disk addition ... 775
Filesystems and pProperti€s......ccciieiieiiiie s 776
Property INNEITANCE. .......ccooi i 777
ONe TIleSYStEM PO USET ..iiiiiiiiieiie ettt 778
SNapshots and CIONES.......cccoiiiiiee e 779
RAW VOTUIMES ...ttt bbb 780
Storage pool MaNAgEMENT .....cviiiiiiiieee e 781
BUrfS: “ZFS [Ite” FOr LINUX .cuiiiiiiiiiiiiisiieie et 783
2 1 A SRR 783
Setup and StOrage CONVEISION.......ccuciveieiiesieeire e se e e et 784
Volumes and SUBVOIUMES. ........ccveiiieieii et 786
VOIUME SNAPSNOTS. ... e 787

SHAlOW COPIES....cviiiieiccecte et reenae e 788



Chapter 21

Table of Contents XXiX

Data bacKup STrategY . c.eiiiieeiice e 788
Recommended readiNg.....c.coceeriiiiieseee e 790
The Network File System 791
Meet NetWOrK file SEIVICES. . ..o s 791
The COMPETITION ... 792
ISSUES OF STALE....eeiieeiiciiecie ettt eas 792
PerformanCe CONCEIMS. ...ttt nes 793
S CUTTEY 1ttt 793
The NFS @PPrOaCH.....cceccece e 794
Protocol versions and NiStOrY ......ccccoveeiiiienie e 794
Remote procedure CallS........coiiiiiiii e 795
TransSpPort ProtoCOIS ..o 795
S e 796
FIlESYSIEM EXP OIS .iiiiii e 796
FIE TOCKING ettt nreas 797
SECUITY CONMCEIMS .ottt bbbttt bbbt 798
Identity mapping iN VEISION 4 ........ooiiiiiieiieiee e 799
Root access and the Nobody aCCOUNT........cccccveviiiieiice e 800
Performance considerations in VErsioN 4 .........ccccovvveieiieeveenesieseenee e 801
SErVEr-Side N FS .o 801
LINUX @X P OTES ittt bbb 802
FreEBSD EXPOTTS . ..iiiiiiiii ettt ettt 804
NTSO: SEIVE TS i 806
CHENt-SIAR NFS... . e et re e 807
Mounting remote filesystems at boot time.........ccccceveeveiiiiicce e, 810
Restricting exports to privileged POrtS. ..o 810
Identity mapping for NFS VEIrSION 4........ccooii i 810
nfsstat: dump NFS STAtiSTICS......ccoviiiiiiieee e 811
Dedicated NFS file SEIVEIS.......ooiiiieee s 812
AULOMALIC MOUNTING c.eeiiiiiceee et ras 812
INQITECT MAPS. .ttt bbb 814
DT =To A 1 Yo LSOO 814
oS =] I PO PRT PRSPPI 815
EXECULADIE M AP S...eiiiiiie e e 815
AUtoMOUNT VISIDIIITY ..o 816
Replicated filesystems and automMoOUNt.........ccccoeieeii e 816
Automatic automounts (V3; all but LinuX)....ccccceeveviiiniiniiecc e 817
SPECITICS FOI LINUX uiiviiiiiiiicic ittt 817

Recommended readiNg....ccccueiveie et ens 818



XXX

Chapter 22

Chapter 23

UNIX and Linux System Administration Handbook

SMB 819
Samba: SMB Server for UNTX ... 820
Installing and configuring SamMba..........cccevieiiiiciieceee e 821
File sharing with local authentication..........c.ccccoccevieiiiii i 822

File sharing with accounts authenticated by Active Directory.................... 822
CoNFIQUIING SNATES....ciiiiiii e 823
Sharing home direCtOrIS. .....coveieiieceee e 823

Sharing project dir€CtOIIES . ..o 824
Mounting SMB file SNArS......ccoiiiiiiieee s 825
Browsing SMB file Shares...........ccovooi i 826
ENSUIing Samba SECUTITY .......cviiiiiieicseee s 826
DebUQQING SAMDA........ccuiiiiiicie et re e ere s 827
Querying Sambas state With SMBDSTAtUS......cccvveiiieriiiereee e 827
Configuring Samba 10gging.......ccccovveiiiiieiiece e 828
Managing CharaCter SETS ... 829
Recommended readiNg....ccccceiveeeieieeee e ste e nne e 829

SECTION FOUR: OPERATIONS

Configuration Management 833
Configuration management in a nutshell..........c.ccoooii 834
Dangers of configuration management.........ccocveieirneeiinie e 834
Elements of configuration management..........cccocevveeiieie s 835
Operations and ParamMeterS........coeieiieiierieeie e 835
VATTADIES. ... e 837

F A S et 838
Change NANAIEIS. ..o s 838
BINGINGS et 838
Bundles and bundle repoSitories. ... 839
ENVITONMENTS it 839
Client inventory and registration ..........ccccooeeieiiiinencneeesesee e, 840
Popular CM SyStemsS COMPATEU......cccoiieiiiiiiieie e 841
TEIMINOIOGY i 842
BUSINESS MOTEIS ... e 842
ATChIteCTUral OPTIONS...cciiiiicice e 843
Language OPTIONS ...eieiiieiieie ettt 845
Dependency management OPtIONS......ccvrvieiererine e 846
General comments 0N Chef. ... 848
General comments 0N PUPPET...cciic e 849
General comments on Ansible and Salt............ccoooiiiiiiiiie, 850

RN Y| = = 1 ST 850



Chapter 24

Table of Contents XXXi

INtroduction 10 ANSIDIE......cciiieee e 852
ANSIDIE EXaAMPIE ..o 853
(O 17T o) Y= (U o SO PSI 855
ClIBNT GrOUPS ittt ettt sbe e nreas 857
Variable aSSIgNMENTS.....ccoiiiiiicecce e e 858
Dynamic and computed Client groups........ccoceeeienenene e 859
TASK TISTS ..ttt ettt e 860
STATE PATAMETEIS. .. .ei i 862
T = LA o SO RRUR P URPOURR 862
INteraction With JINJa.......cceoviieiieie e 863
Template reNAEIING ..o 863
Bindings: plays and playbookKs...........ccveviiiiiiiiciecceece e, 864
RO bbbt 866
Recommendations for structuring the configuration base............c..coe...... 868
ANSIDIE ACCESS OPTIONS....iiiieicicee e 869
INtrodUCtiON 10 Salt. ..o s 871
IMINTON SETUP ottt ettt neenae e 873
Variable value binding for MinioNS.......ccocvii e 874
MiINION MATCRING ...ooiiiie s 876
SAIL STATES . ittt 877
SAIT AN JIN AL 878
State IDs and dependenCIES........cevveveiieiiee e 880
State and execution fUNCLIONS......ccocv e 882
Parameters and NAMES........ooiiuiiie ittt 883
State bindiNg t0 MINTONS ..o 886
HIGNSTATES .o 886
SAlt FOrMUIAS ..o e 887
ENVITONMENTS ..ot 888
Documentation roadmMap.....ccccceeieiiieiecie e 892
Ansible and Salt compared.........cccooeiieiccc 893
Deployment flexibility and scalability..........ccccccooiviiiiiiiiiecee e 893
Built-in modules and extensibility...........cccocvveiiiiiiicie e, 894
SBCUTTEY ittt ettt 894
MISCEITANEOUS.... e e 895
BESE PrACTICES. ...ttt 895
RecomMMENded readING . .cuuiiiieiieieee et 899
Virtualization 900
VIrtual VEINACUIAT ... ...cc.iiiie e e 901
HY PEIVISOTS. ...ttt e be e teere e reesresnnenre s 901
FUIl VIFTURHZATION ..o 901
Paravirtualization ..o 902
Hardware-assisted virtualization.........c.ccocevviininiiiciene e 902

Paravirtualized driVerS. ..o, 902



XXXI

Chapter 25

UNIX and Linux System Administration Handbook

Modern Virtualization........ccocoveieiiiii e 903

Type 1VS. tyPe 2 NYPEIVISOIS....ccueiieiiiiiiiieie ettt 903

LIVE MIGIatioN...ccviiiciecc ettt re e 904
Virtual maching IMageS......cuciviiiiiei e 904

(O] o] -] g =1 - 1 (o] o FO PSPPSR 904
Virtualization With LINUX.......ccoieiiiieese e 905
D Q=T 1 TP U PO P PP PR 906
Xen guest iNStallation..........c.coooiiiieic e 907
KV IV ettt ettt st reene et e e 908
KVM guest INStallation........ccccooiiiiiiiiiieee e 909
FreEBSD DY Ve ..ot 910
VMWL ...ttt ettt b bt et e s bb e e e e e s be e e e nne e e snneas 910
VITTUBIB OX. ettt 911
P ACKET ..ttt bbbttt n e 911
WV AGEANT. ..o 913
RecomMmMENAEd rEAUING . .cciiieiieie et re e 914
Containers 915
Background and COre CONCEPTS. ....cvvviiiririiriiriisiesisee e 916
KEIMEI SUPPOIT. ... e 917

DM AGES ittt 917

N ETWOTKING ittt ettt sa et 918
Docker: the open source container ENQINE.......c.covevvevieieeie e 919
BaSiC ArChItECIUIE....eiiiieceee e 919
INSEATTATION ...t e 921
ClIBNT SETUP et 921

The CONtAINET EXPEIIENCE. ...ceiiiiiiieie ettt et 922

VW OTUIMBS ..ttt b e bbb 926
Data VOIUME CONTAINEIS.....cviiieieeie et 927
DOCKET NETWOTKS. .. .eitieiieiie ettt ettt st sreenneaneenreas 927
Namespaces and the bridge Network........ccccovvvvevviieiieie e 928
NEIWOIK OVEIIAYS...c.eiiiiiiiiieeee s 930

StOrAGE IIVEIS. . uiiuiecieccie et be e re e e s re e aeeneenres 930
dockerd Option EAITING . ...coveieieieie e 930
IMage DUTTAING ..o 932
ChooSIiNg abase IMAge.........coveiiiii e 933

Building from a DocKkerfile........ccooveivieiic e 933
Composing a derived Dockerfile.........ccoooiiiniiiii e, 934

REGISTIIES ottt ettt e e e e re e 936



Table of Contents XXXiii

CONtAINEIS IN PrACTICE..cuiiieiieee ettt sne e 937
(oo o 14T USSR 938
SECUMLY AUVICE ..ttt 939

Restrict access to the daemoN.......ccoiiieiiii e 939
U SET LS ittt 940
Run processes as unprivileged USErsS.......cciiiiinieieieienese e 940
Use a read-only root fileSyStem.........ccccceeeiiiiiiic i 941
Limit capabilities. ..o 941
SBCUIE TMAGES e tieieeiteeteeieeiee e e ettt e st sttt et e be st esaeebesneesree b 941
Debugging and troubleshooting..........cccvevv i 942

Container clustering and management.........ccoeieiinieniene e e 942
A synopsis of container management software..........ccccoeeviveieiiciiecennns 944
L 0= =] (SRS 944
Mes0S and Marathon. ... 946
D0 To] 1T A V7 1 0 o PSP 947
AWS EC2 CONtAINET SEIVICE....ciuiiiiiiieiieeiesie sttt 947

Recommended readiNg......cccueiveiiiieie e 948

Chapter 26 Continuous Integration and Delivery 949

CI/CD €SSENTIAIS....cveeiieieciece ettt enes 951

PrincCiples and PractiCeS......ccviiieiieieiieie e 951
USE reViSIoN CONTIOL......ooviiiiie i 952
Build once, deploy 0FteN ......coooiiiiee 952
AULOMaAte Nd-T0-BNU.....cciiiiiiieiiee s 952
Build every integration COMmMIit.........cccoviiiiiiniiieeeee e 952
Share resSpoNnSIDIItY..........cccveiiiiiii e 953
BUIld fast, FIX Fa ST .o 953
AUt aNd VEIITY ..o e 953

ENVITONMENTS. ..ot 953

FEATUIE FlagS. ... i i s 955

PIPEIINES oot enre s 955
THe DUIIA PIrOCESS. ..o 956
LI €1 1 OSSR 957
[ LT 0] (02 1 01=1 | OSSR 959
Zero-downtime deployment teChNIQUEeS........ccocvviiiriiiiiee e 960

Jenkins: the open source automMation SEIVEr ........cccvcvviieereeieceese e 961
BasSiC JENKINS CONCEPTS. ..eouiiiiiiieiieeie et 962
Distributed DUTTAS........oiiiieiecee e 963

PIPEIING @S COUR......cuiiiiiie e 963



XXXV

Chapter 27

UNIX and Linux System Administration Handbook

(O 14 B T (T o] - o} £ o - TSRS 964
UlsahGo, a trivial web application..........ccocooiiiiiiiiiiice e, 966
Unit testing UlSaNG0.......ooviiiii e 966
Taking first steps with the Jenkins Pipeline........c.ccccoooevieiiiieiev e, 968
Building a DigitalOcean iMage ........ccccoveeierieiieienie e 970
Provisioning a single system for testing........c.cccccveveiiivi i, 972
Testing the droplet. .. 975
Deploying UlsahGo to a pair of droplets and a load balancer.................... 976
Concluding the demonstration pipeline........cccooevviieiiei e 977

Containers aNd CH/CD ..o 978
Containers as a build eNVIrONMENt.........cocvvviiiiiiiec e 979
Container images as build artifactS.........ccovovvieiiiiiiii 979

Recommended readiNg .....ccoovi e 980

Security 981

EleMENtS OF SECUTITY ...oviiiiiciecice e 983

HOW Security IS COMPrOMISEd.......ccoviiieririiiieiesinieeee e 983
SOCIAl ENGINEEIING .iiiiiiiiiecic ettt 983
Software VUINErabilities. ..o 984
Distributed denial-of-service attacks (DD O0S)......ccoceviiiriieiinie e 985
INSIAEE ADUSE ..ot 986
Network, system, or application configuration errors..........ccccceveeevveieninnne 986

BaSiC SECUNILY MEASUIES....cviiuieitieiecie st erteete st e et re e reesra e e steeaesneenneens 987
SOFIWAIE UPUALES ..o 987
UNNECESSANY SEIVICES...iiuiiiiieiiiiieiteeiteseesteetesteesteete e e saeenesreesteaseesneenneenee e 988
Remote eVENt 10GUING.....ciiieeiieceee e 989
B aACKUPS .ttt 989
VITUSES 8NG WOTTTIS ...ttt sttt 989
ROOT KIS .vetieitieittete ettt e e e e steeneesnee e s 990
PACKET TIIEIING .. .ciueeiieeee e e 991
Passwords and multifactor authentication..........c.ccocvvvieieneiencne s 991
VIGHANCE. ... et 991
Application penetration teStiNG......cccccveieiieere e 992

Passwords and USEI @CCOUNTS......iuiiiieiiiie e siee et 992
e I o o I ol T U o =SSP 993
Password vaults and password 8SCIOW..........ccoceiererireninieieniesie e 993
e Y0 (o = Yo I 1 o USROS 995
Group logins and shared 10giNS.......coveiieieneicre e 996
USEE SNEIIS ... e 996

ROOTIY BN TTTES oo 996



Table of Contents XXXV

SECUNILY POWET T00IS. . cuiiiiiiiiie et 996
NMmMap: NetWOork POrt SCANNET ..o 996
Nessus: next-generation NetWork SCaNNEr..........cccocveveieerecie s e s 998
Metasploit: penetration testing software..........cccoccevveieeieiccecce e 999
Lynis: on-boxX SECUrity @UATTING .....cveieiiiiieieieeesee e 999
John the Ripper: finder of insecure passWords.........ccocceveererieeieenieseennenn, 1000
Bro: the programmable network intrusion detection system.................... 1000
Snort: the popular network intrusion detection system.........c.cccoeevevnnnne. 1001
OSSEC: host-based intrusion detection.......cc.ccoovvieienene s 1002

OSSEC DASIC CONCEPLS....eiiiiiiiiiiieieiie ettt 1002
OSSEC INStallation......ccoviiiiiiiicecc e 1003
OSSEC CONTIQUIALION.....oitiiiiiiiiiieieieeesie e 1004
Fail2Ban: brute-force attack response System........ccccceveveeveiiiciecreeiennn, 1004

Cryptography PriMET ..o 1005
Symmetric Key Cryptographny ... 1005
Public Key Cryptographiy ..o 1006
Public Key INfrastruCTUre.......ccocovv e 1007
TranSpOrt LAYEr SECUTMTY ....ooviiie et 1009
Cryptographic hash fUNCLIONS.......cccocviii i 1009
Random number generation.........cooeoeieiiene e 1011
Cryptographic software SeleCtion...........cccccveviiiieii i 1012
The 0penssl COMMAN. ..o 1012

Preparing keys and CertifiCates........ccoovirnniiiineenese e 1013
Debugging TLS SEIVEIS....ciiiiieeciere ettt 1014
PGP: Pretty GOOU PrIVACY .....cccuiiiiieiieie e 1014
Kerberos: a unified approach to network security .........cccccceviveieieennnnn. 1015

SSH, the SECUre SHEIL.........ooiiiiiee e 1016
OPENSSH ESSENTIAIS....ccvveiicieiiece e 1016
The SSH CHENT....eeeee s 1018
Public key authentiCation. ..o 1019
The SSN-AQgENT.....ci e 1020
Host aliases in ~/.SSh/CONTIQ......ccciiiiiiiii e 1022
Connection MUItIPIEXING...cc.eiiiiiie e 1023
POt FOrWAITING ...eeeeeiieieeee e 1023
SShd: the OPENSSH SEIVET......cciveiiieieiie st 1024
Host key verification With SSHFP ..., 1026
Bl EraN SIS i e 1027
Alternatives for SeCure I0ginNs. ..o cviieiie e 1027

FIFEWAIIS. ... bbb 1027
Packet-filtering firewallS.........ccoovei i 1028
FIlEriNg 0T SEIVICES. .. .iiuiiiiieee e e 1028
Stateful inspection firewalls...........cccoovviiiiiiie 1029

FIreWalls: Saf . oo, 1029



XXXVi

Chapter 28

UNIX and Linux System Administration Handbook

Virtual private Networks (VP NS) ..o H3BO
IPSEC tUNNEIS ..t K3/,

All 1 need iSa VPN, FgNt2 ..o 1031
Certifications and StandardS..........ccovvieieiiieiese s HO31
CrtITICALIONS. ...ttt bbb HO31
SECUNItY STANUAITS.....cieeieciecie et HO32

[SO 27001:2013 ...ttt ene s HO32

PC I D SS et 1033

NIST 800 SEITES...cuviitirieitiriieiieeeie ettt sn e HO33

The COMMON CrItEITA . iiieiieiiee e K034
OWASP: the Open Web Application Security Project..........cc.ceeuee. 1034

CIS: the Center for Internet SECUNItY.......coccovveeiiiiie i 1034

Sources of security iINFOrmMation.........ccoooveveiriiii e HO34
SecurityFocus.com, the BugTraqg mailing list, and the OSS mailing list.. 1035
SCRNEIET ON SECUIILY ..ot HO35

The Verizon Data Breach Investigations Report........ccccovvveveiveeiveriesnene. 1035
The SANS INSTITULE ...oviiie s HO35
Distribution-specifiC SECUNItY FESOUTCES......ciuvieierie e 1036
Other mailing lists and Web SITeS.......covviiiiiiiiere s 1036

When your site has been attacked.......ccovveiieiiieceeece e 1037
Recommended readiNg. ... HO38
Monitoring 1040
AN OVErVIieEW OF MONITOTING..cciiiiicceec e K41
INSTrUMENTATION . ..ottt HO42

D Al Y P S ittt HO42
INtake aNd ProCESSING.....ccuiiiiiieieiie i K43
NOTITICATIONS ...ttt bbb 1043

Dashboards and UIS........cccooiiiiieiesieseee e HO44

The MONITOrING CUTTUTE ....ooiiie e KO44
The monitoring platformsS........ooi i HO45
Open source real-time platforms.........ocoveieiiii i 1046

Nagios and ICINQA......coiiieiiieceee e HO46

SBINISU etttk a bR n e nreas 1047

Open source time-series platforms........cccoveveiievecie s, 1047

GrAPNITE e HO47
PrOMETNEUS...coeeiee e HO48
INFIUXDIB.....oiiiieiiee e et 1049

IVLUNIN . ottt e bbb snee 1049

Open source charting platforms........coccoieiiii e 1049
Commercial monitoring platforms........ccccceviveii i 1050

Hosted monitoring platforms.........ccceoeiveic i 1051



Chapter 29

Table of Contents XXXVii

Data COBCTION ..ot 1051
StatsD: generic data submission protocol..........ccocvvviiiiiiincneninee 1052
Data harvesting from command oUtpUt.....c.ccccoiiieiii e 1054

NETWOIK MONTTOTING .oeiiiiieiieieieie e 1055

SYSTEMS MONITTOTTNG ittt anee s 1056
Commands for systems MONITOrING.......cccccevieiieeiieiiese e 1057
collectd: generalized system data harvester.........cccocovvenininininicicien, 1057
sysdig and dtrace: eXeCUtioN traCerS......cccevveieeieeie e 1058

APPLICAtION MONTTOTING . ..ciiiiiieee s 1059
LOg MONITOTING . .eciiiiiiie et te e ens 1059
Supervisor + Munin: a simple option for limited domains...................... 1060
Commercial application monitoring t00lS.........cocvieieieiiiiiiece, 1060

SECUNILY MONITOTING . citiiii ettt sraeae s 1061
System integrity VErifiCation.........ccoovvveiiiiniii s 1061
Intrusion detection MONITOTING....c.ccveiiiiieiiece e 1062

SNMP: the Simple Network Management Protocol.........cccocvevvvieiieciciiennns 1063
SNMP 0rganiZatioN......ccoooiiiiiiiiieieee e 1064
SNMP pProtoCol OPEratioNS.....cccoiiiiieiiee e 1065
NEet-SNMP: t00IS TOr SEIVEIS...c.viiieieie et 1065

Tips and tricks for MONItOriNG.....ccccoeiiiiiccce e 1068

Recommended readiNg.....ccceiieiieiecie e nnes 1069

Performance Analysis 1070

Performance tuning philoSOPNY ..o 1071

Ways t0 improve PerformManCe.......cccoceiieie e 1073

Factors that affect performancCe. ... 1074

StOIEN CPU CYCIES....cveeiieie et 1075

Analysis of performance problems.........ccoiiiii e 1076

System performance ChECKUP.......ooiiiiiii e 1077
Taking stock of your eqUIPMENT........cccoveiiiii e 1077
Gathering performance data.........ccooeveiereneiineee s 1079
ANAIYZING CPU USAQE...c.uiiieitiiie ettt st ste e nra e 1079
Understanding how the system manages Memory .....cccceveverenenenennnnn. 1081
ANAlYZING MEMOIY USAQE.....ccuieieirieiteeieieesieeeesteesreestesseesseessessnesseesaeaneesreas 1082
ANALYZING AISK 17O ..o 1084
fio: testing storage subsystem performance........cccoeverenieneeneniieseenins 1085
sar: collecting and reporting statistics over time..........cccooeveeieiierieernene 1086
Choosing a Linux 1/O scheduler..........ccoooviiiiiiieee e 1086
perf: profiling Linux systems in detail.........c.ccccooovvvriviieiieiie e 1087

Help! My server just got really SIOW!.........ccoovviiiiiiiieccee e 1088

Recommended reading.....cccvieeieiie e 1090



XXXViii

Chapter 30

Chapter 31

UNIX and Linux System Administration Handbook

Data Center Basics 1091
T T TSRS 1092
P OV BT e 1092
RaCK POWET FeQUITEMENTS.....iiiiiieiie e 1093
KVANVS. KW ettt 1094
ENErgy effiCIENCY .......oiiiiii s 1095
= =T ] o SRR 1095
(G0 1] ST OO P TR PUUPPTOURPRTOT 1096
REMOLE CONTIOL. ..o 1096
Cooling and eNVIFONMENT.....c.coiiiiiiieiee e 1096
Cooling load eStimation...........ccccvveiiiiieiicre e 1097
Roof, walls, and WindOWS........ccooiiiiiiiniieseeee s 1097
EIECIrONIC GRAN ... it e 1097

LGNt FIXTUIES e 1098

O PBIALOTS. ..t 1098

Total heat 10ad........covviieii e 1098

Hot aisles and cold @iSIES........ccccviiriiiiiiii e 1098
HUMTATTY .o 1100
Environmental Monitoring.....ccccooeiieiiiic s 1100
Data center reliability tIE TS . ...vii e 1101
Data CENTET SECUTTTY cueiueiiiieiieeie ettt ettt 1102
L OCATION. c..ett et 1102
T AT 0 (1] (T PSSRSO 1102
T ] [ V- Lo o F T USSR 1102
s T (= Lo o 1] USSR 1103

T O0IS ettt bttt 1103
Recommended readiNg ......cooereieriiisieie e 1104
Methodology, Policy, and Politics 1105
The grand unified theory: DEVOPS. ...t 1106
DeVOPS IS CLAMS ...ttt 1107

(O T ] L (U ] -SSR 1107

L B AN e 1108
AUTOMATTON .ot ereas 1109
MEASUIEIMENT. ...ttt 1110

SRATTNG e e 1110

System administration in a DevOps WOorld.........ccccccoovveveiiciiiie e, 1110
Ticketing and task management SYSTEMS......cccooviiiiiiiiiieiee e 1111
Common functions of ticketing SyStems........cccccvvieivevc i 1112
TICKET OWNEISNIP ..t 1112
User acceptance of ticketing SYSteMS........cccvvveiiiiieiieie e 1113
Sample ticKeting SYSIEMS.....cviiiiiece e 1114

Ticket diSPAtCRING.....c.coiiiiie s 1114



Table of Contents XXXIX

Local documentation MaintenanCe........ccooeveririninienieiese e 1115
INTraStruUCIUrE @S COA @ ..o 1116
Documentation StaNAardsS........cocveeeiireiene e 1116

ENnvironment SeParation. ..o e 1118

DiSaSter MANAGEMENT.....c.uiiiiiiieieiiie sttt b e sre e enes 1119
RISK @SSESSIMENT.....ciiitiiiieiieeie bbb 1119
RECOVENY PIANNING .cciiiieiice e 1120
Staffing for @ diSASIET ....ccviiicececc e 1121
SECUNILY INCIABNTS ...eiiiicie e 1122

IT POliCieS aNd PrOCEUAUIES....ccei et 1122
The difference between policies and procedures.......cccccoccvvvevvcieieesinenne. 1123
POIICY DESE PraCtiCES...cviiiiiiiiiieieee e 1124
e Lo Tod=To [ =1 SRR PPSRTRPRN 1124

Service [eVel agreBmMENTS. ..o 1125
Scope and desCriptions Of SEIVICES.......cuciviieiieierie e 1125
Queue prioritization POICIES........ccvieeiice s 1126
Conformance MeasUrEMENTS.......cuiieree et 1127

Compliance: regulations and standards...........ccocceeeienieninneeiese e 1127

LE0AI 1SSUBS ..ttt 1131
PIIVACY 1.ttt ettt bbbt e b e e ne e ns 1131
POLICY ENTOICEMENT ... 1132
Control = Hability ..o 1132
SOTIWAIE [ICENSES. ...ttt 1133

Organizations, conferences, and Other reSOUICES........cccvvvvverereeeseeriesieseeeenes 1133

Recommended readiNg.....ccooieiiie e 1135

Index 1136

A Brief History of System Administration 1166

Colophon 1176

Aboutthe Contributors 1178

Aboutthe Authors 1179



