Content

!

UNderstanding CriSiS. ..o e e e e e sara e e eee e e e !
11  trends that Promote CriSES.....ciiiiiiiiii it e e 1
12  Organization as @ SYSTEM......iiieeeiiiiiiiiiiiiiiieee e e ssirrrrrrere e e e e 2
1.3 Definition OF CriSiS.....ciiiiiiiiiii ittt 3
14 Elements of the concept of @ CriSiS.....ccccccveeeeiiiiiiiiiiiiiein e, 5
15 Dialectics Of €1emMENTS......ccccciiiiiiiiiii et 10
1.6 CrisisS as OPPOIrTUNITY ....cccooiiiiiiiitiiieie e e e e 11

Y/ 1e) Koo )\Yae) o3 gl £-1 1= 15
21 Why ClassiTy CriSiS?. i 15
2.2 TYPES OF CEISES ittt ee s 16
P B O g T 1o 1= o D RSP URRPRTIS 23

2.3.1 Classification Of Criteria......cccocciiiieiiiiie e sree e e e 23
2.3.2 The using OF CriSiS MATKIX........ccivvieiieeiiiiiiiririe e sarrrae s 24

Vulnerability of the organization...........ccccccvvvviieieeeee e 31
3.1 Business impact anallySis........cccoiiriiiiiiiii e 31
3.2 Business OperationsS.......ccccccuuiiiiiiiiiiie e et 32

321 Critical BUSINess OPerations..............oooooooosoossssoesseeeeesssssssssssssenene 33
3.2.2 Critical AppliCAtiONS........ccccuiieiiiiiie ettt 33
3.3 Risk and Vulnerability ANalysiS......ccccccecviiiiiie e 33
331 Identification of TRreats........ccccociiiiiiii i, 34
3.3.2 Define the probability of the event OCCUrring..........cccoevvvvvvnnnennn, 36
3.3.3 Estimate the impact of the eVeNTt........ccccccieiiiiiiie i e 37
3.34 Risk EVAIUATION......cccciiii it 38
3.4 Critical Support INnfrastruCture..........cocceeeiieiiiiiiiiiiiiieieeeeee e 39
3.5 Estimate Worst-Case SCENAKIO.......cccccivieiiiiieiiiiee e 40
3.6 recovery Time ObJeCtiVe........cccociiiiiiiiiiiii e 41

3.7 Business Recovery Strategies.........cccccccciiiiiiiiiiiiieeiee v, 41



vin Content

4  Crisis Manager and Crisis Management Team............cccccccceeviveeennn. 47
41 The Practice of Crisis Management in Organizations........... 47

4.2 Factors Influencing the Course of a Crisis - Framework for

The TraiNiNg. ..o e e e as 48
421 Prrsonal Approach of the Manager to the Preparation for a
CriSIS EVENT ..ot 49
4.2.2 Conditions for Preparation for a Crisis- Top Management..... 51
4.2.3 Subsystems of Preparation and Training of CMT..........cccevvnnnee. 52

4.3 Requirements Placed on the Training of a Crisis Manager...53

44  Crisis Management Team........ccccccooiiiiiiiiiiiiei et 54
44,1 Crisis Team CompoSitioN.......cccccociiiiiiiiii et 55
4.4.2 Virtual Crisis Management Teams.......c....ccovvivviiiinei e 57
4.4.3 Potential Problems Within CMTs.......ccccooiiiiiiiiiie e 58

4.5 Crisis Management Training.........cccccviviiiiiiie e 59
45.1 Crisis Management Teams Meetings..........ccecvviviiieiiiiiiiiiieeinece s 59
45.2 Reviewing all or a Part of the Crisis Management Plan............ 60
45.3 Conducting Tabletop Exercises........ccccoociiiiiiiiiiiiiiii e 60
45.4 Presenting New Material on Crisis Management........................ 60
455 Crisis (Disaster) DrilIS......cooiiiiiiiiiiieeee s 60
4.5.6 ACIA TESTING...ccciiii ittt e e s e e e ereaeeeans 61
4.5.7 Simulation of the Crisis (Mock Disaster)........c.ccocvvieniencnienennenn. 61

4.6 HOW does Crisis Management Team function? A quick

SUIMIMIBIEY «1tttttteeeeeeeeeeseseiissrsreeeseeeeessatass b s bareeeeeeeessssasssssaasereeeeesssesssnssrrsnns 64
5  EARLY WARNING SYSTEM.....viiiiciieiiieceeeetsiss ettt en s 68

51 WhatisEarly Warning System?.......cccoccceiiiiiiei i 68

52 Early Warning Indicators..........cccovvevvveiiii e, 69

5.3 Construction of the Early Warning System............ccccccoecon. 71
531 The FIrst Stage. ..o 71
5.3.2 The SECONd STAGE.........oi ittt 72
5.3.3 The Third STage....ccciieiiiiii e 73

54 A Smooth Early Warning System........ccccccocvviviiiiiiiiecce e, 73



Content IX

6

Crisis Management Plan...........ccoovvveviiiiiiviieeneee, 1
0.1  PUKPOSE. ..o "
6.2 Scope and OBJECTIVE........cccvvviieiiee e 8
6.3  ASSUMPTIONS......oiiiitiiriiiiie e 9
6.4 Crisis Management Team........ccccccccccovvviiinvnneennennnn. ' 19
6.5 Crisis Response Team.......cooccevveiiiiiiciiiiniei e, 80
6.6 Business UNits......ccoooiiiiiiiiiiiiiiie e 80
6.7 Individuals with Critical Responsibilities....... 81
6.8 Overall Organization..........cccccceeeeeiiiieeeeeeiiieeeeeans .83
6.9 Plan Activation - Level of Response................... .84
TV U o o 54
6.11 Business Recovery ..., .84
6.12 Activities and Responses of Teams.............ccvuvee. .85
6.13 Crisis Operations Center (COC).........ccccevevvveeennne .86
6.14 Why Crisis Management Plan? Short summary 87

The algorithm of crisis management operations... 91
7.1 Crisis prevention.........cccoiieeeeiiiieee e 91
7.2 Crisis identification.........cccooiiiiiiiiiniic e 94
7.3 Business basic functions renew...........ccccceevcueeenns .94
7.4 Diagnosis of the business state...........ccccceeeeeeennn. .94
7.5 Crisis stabilizationN.......cccccvviiiiiiiiiie e .94
7.6 Business recovery strategy.........ccccecveeeeeiiiveeeenn, 99

Phase of The CriSiS......ccccciiiiiiiiiiiiiec e »99
8.1 Crisis management and standard management in a 'normal

(o T 99

8.2 Crisis management and strategic management .100
8.3 PHASE OK THE CRISIS......covvrrverrmrrrrrerminnessessnsnennnens -100
Development of the crisis in the organization....... 107

9.1 Continuity and causal connection of development phases. 107



X Content
0.2  Symptoms pPhase L.....cciieeeeiiiiiic e 108
0.2.1 The CAUSAT FINKS. ittt st st e ee s sraesraesree e 108
9.2.2 Conclusion OF The PRASEe.......cccccociiiiiiiiiii e 110
9.3  SympToMs phase ll.........ccccooiiiiiiiiiii e 110
0.3.1 The cAuSaAl TINKS.....ccccoeiiie ettt st be e nee s i
9.3.2 Conclusion of the PRAase.........ccccii i 112
9.4  DiagnoStiCs PRASE.........ccooiiiiitiiieeeee e 112
0.4.1 The causal BiNKS......ccccccioiiiiiii ittt sttt ae e sre e e nreesnneas 112
9.4.2 Conclusion OF The PRASE........ccccci i 115
0.5  ACTION PRASE.......cc ot 115
0.5.1 The cAuSaAl BiNKS.....ciio i iie et be e be e saae e reeenes 115
9.5.2 Conclusion ofF the PRASE........ccccccvii e 116
0.6 Prevention PRaSe........cccccccuiiii ittt 117
0.6.1 The causal FHiNKS......cccciii ittt re et ae e re e reesneeas 118
9.6.2 Conclusion of the PRASEe..........cccce e 119
10 Business reCOVEry STrate@Qy .......cccueiieiiiiiiieeeiiiiieee s et e e e srreee e 123
10.1 Seven Key €lemMENTS.......ccceiiiiiiiiieec et 123
10.2  Crisis stabiliZzationN......cccccceiiiiiiii e 124
10.3  New MANAGEMENT ...ttt 126
10.4 Stakeholder ManagemenTt...........cccccuveeeeeeiiiiieee e 128
10.5 Change of organization strategy (strategic focus)............. 131
10.6 Critical process of ImMprovementsS............ccceevvivviieeieeeeeeeeseeiinnns 132
10.7 Organizational ChaNgEsS............cccivviriiiiiee et 133
10.8  Financial restruCtUriNg........cccccciiiiieiiiiieee e 133
(VAN o oY ol o oY= o 1] 1TSS 137
11.1 Ewvaluation of crisis management results and their use for
PREVENTION. .. .ettiitiie ittt 137
2N [0} o) g0 T= 1 o o) o TR USRS 138
11.3 Preparation for the management of unexpected events 138
11.4 Restoration of credibility 138



Content Xl

M.4.1 PHASK 1. REVLLATIOIN OK AN ORGANIZATION'S GUILT....ccceoeveierererecrereeeeee, 139
11.4.2 Phase2: EXplanation......cccciceeieeiiiiiiiiiiiieeeee e sccitireeee e sinnnressse e s 140
R R o o P= T =Rl =Y e | =Y 140
11.4.4 Phase 4: Rehabi litation.........ccccoviiiiiiiiie et 141
1 Appendix 2.1 Typology op Crisis Recommendation.............ccccceec......e. 145
2 Apendix 3.1 The vulnerability of the organization - case............... 147
3 Appendix 3.2 CASE - Buncefield, UK, OilTerminal Disaster.............. 149
4 Appendix 3.3 Business Impact Analysis of CBA Industries, Inc......... 151
5 Appendix 6.1 Crisis Management Plan.........ccccccccooiiiiiiiiiiiiiiiniee s 163

6 Appendix 8.1 routine and crisis management (characteristics)...... 186

7 Appendix 9.1 Development of The CriSiS.....cciiiiiieiieiiiiiiiiiiiiiireeeeee e 187
[2110Y NToYe ] or=1o] o )2 SRR 189
List of figures and tables.........ccccvveiiiiieii i e e 195



