
Foreword (Johannes Buchmann).... 

Editor’s Preface (Christian Reuter)

Table of Contents..........................

The Editor.......................................

The Authors....................................

Part I: Introduction and Fundamentals....................................... ...........................

1 Information Technology for Peace and Security - Introduction and Overview
(Christian Reuter)..................................................................................................

2 IT in Peace, Conflict, and Security Research
(Christian Reuter • Larissa Aldehoff • Thea Riebe • Marc-André Kaufhold)..

3 Natural-Science/Technical Peace Research
(Jürgen Altmann)..................................................................................................

Part II: Cyber Conflicts and War.................................................

4 Information Warfare - From Doctrine to Permanent Contiict
(Ingo Ruhmann • Ute Bernhardt)........................ .....................

5 Cyber Espionage and Cyber Defence
(Dominik Herrmann)................................................................

6 Darknets as Tools for Cyber Warfare
(Kai Denker • Marcel Schäfer • Martin Steinebach)...............



x Table of Contents

Part III: Cyber Peace......................................................................................................

7 From Cyber War to Cyber Peace
(Thomas Reinhold • Christian Reuter)......................................................................139

8 Dual-Use and Dilemmas for Cybersecurity. Peace and Technology Assessment
(Thea Riebe • Christian Reuter)................................................................................ 165

9 Confidence and Security Building Measures for Cyber Forces
(Jürgen Altmann)........................................................................................................ 18fi

Part IV: Cyber Arms Control........................................................................................ 205

10 Anns Control and its Applicability to Cyberspace
(Thomas Reinhold • Christian Reuter)......................................................................207

11 Unmanned Systems: The Robotic Revolution as a Challenge for Arms Control
(Niklas Schömig)........................................................................................................233

12 Verification in Cyberspace
(Thomas Reinhold • Christian Reuter)...................................................................... 257

Part V: Cyber Attribution and Infrastructures........................................................... 277

13 Attribution of Cyber Attacks
(Klaus-Peter Saalbach).............................................................................................. 279

14 Resilient Critical Infrastructures
(Stefan Katzenbeisser • Matthias Hollick)................................................................ 305

15 Security of Critical Information Infrastructures
(Tobias Dehling • Sebastian Lins • Ali Sunyaev).....................................................319



Table of Contents X1

Part VI: Culture and Interaction..................................................................................3-И

16 Safety and Security - Their Relation and Transformation
(Alfred Nordmann • Annette Ripper)....................................................................... 343

17 Cultural Violence and Peace in Social Media
(Marc-André Kaufhold • Christian Reuter)....................................................................361

18 Social Media and ICT Usage in Conflicts Areas 
(Konstantin Aal • Maximilian Krüger * Markus Rohde *
Borislav Tadic • Volker Wulf)...................................................................................383

Part VII: Outlook.............................................................................................................403

19 The Future of IT in Peace and Security
(Christian Reuter • Jürgen Altmann • Konstantin Aal ■ Larissa Aldehoff •
Johannes Buchmann • Ute Bernhardt • Kai Denker • Dominik Herrmann - 
Matthias Hollick • Stefan Katzenbeisser • Marc-André Kaufhold • Alfred Nordmann 
Thomas Reinhold ■ Thea Riebe • Annette Ripper • Ingo Ruhmann •
Klaus-Peter Saalbach • Niklas Schömig • Ali Sunyaev • Volker Wulf).................4(b

List of Figures...................................................................................................................4^:>

List of Tables..................................................................................................................... 417

Index 419


