
Contents

Acknowledgments ix

Abbreviations and Acronyms xi

Part I: Thinking about Deterrence 1
1 Strategic Landscape 3
2 Cyber Attacks 31
3 Theoretical Foundations 59

Part II: Traditional Deterrence Strategies 83
4 Deterrence by Retaliation 85
5 Deterrence by Denial 111
6 Deterrence by Entanglement 13 7

Part III: A Strategic Option 163
7 Active Cyber Defense 165
8 Alternative Strategy Selection 191

Appendix: National Strategy Agenda 217

Bibliography 237

Index 247

About the Author 255


