CONTENTS

Author's Note
to the Paperback Edition.ix

Preface.ODI

Introduction.010
Cyberspace: Free, Restricted, Unavoidable

1.021
Chasing Shadows

2.020
Filters and Chokepoints

3.050
Big Data: They Reap What We Sow

4.000
The China Syndrome

5.002
The Next Billion Digital Natives

0.103
We the People of. . . Facebook

7.112
Policing Cyberspace: Is There an “Other Request” on the Line?



fl1.133
Meet Koobface: A Cyber Crime Snapshot

A.Ma
Digitally Armed and Dangerous

1D.17D
Fanning the Flames of Cyber Warfare

11.17b
Stuxnet and the Argument for Clean War

12 . Iflfl
The Internet Is Officially Dead

13.1b
A Zero Day No More

14.217
Anonymous: Expect Us

15.232
Towards Distributed Security and Stewardship in Cyberspace

Not an Epilogue.24b

104 Years of Anglo-Amenican Surveillance
A Selected Timeline.251

Notes.254

Acknowledgements.304

Index.307



