


CONTENTS IN DETAIL

XV
XVii

XIX



4

OWNING THE NETWORK WITH SCAPY 53
IR T D T ARG A e S A e S IR T S e 54
e R R ARSI RS S PRI S T IS 57
g e T et R R A G DR S TN A 57
L e TR O G (TR J A R B 62
LS T OGRS O SR N N G AR IR 63
R ORI L e G A (L LR i B R Ry S oy i 69
S
WEB HACKERY 71
RORT U R 0 R 6 L B T e IR D SRR N 72
T R TR L G A S SR IS S 72
T T TR TR T S ARG R R b NGRSO 1) 73
Thavmciamls LIBrary. i 0 1 L D o b s e st Lo PRI B RO 74
The Ixml and BeautildSoup Pockoges . . . ... i ..o bianeendnsosisigs 74
Mapping Open Source Web App Installations. . .. ........ ... ... ... ... ..., 76
Mapping the WordPoess Framework ... . <. oo aueaniiei it o 76
U T KR AR L IS RINRE A 80
o U T L LRI R B RAR QTN S ERDAEE 81
Brute-Forcing Direclories and File localions . . . .. ... ... .. oo i by os 82
IR T R LS G e R R 85
Brute-Forcing MTML Form AuthenBeaBion . . .. . . ... v vl RRONT. SRTEaMNS | 85
AR T SO LR s G L R i R Q0
6
EXTENDING BURP PROXY 93
s e R ARG N R SE RO RN G S SRR T M SRR N L WP SR Q4
o B LR S e AN R SRR SRR A SO SCTIR TN R MO T L 95
KNGy So TR L e O S R M R 101
Risint Ding R B & o 0 e S S R R R Rt o SRR LS 104
TRICHORN Tl T i e C R B o SENRE G el s T R 108
Turning Website Content into Password Gold ... .......................... 110
BRTCIRORD I Thom 1y o5 L, e i il R L R ) W3
7
GITHUB COMMAND AND CONTROL 117
TR R T RN (R M e e N AN 118
Y A S I R A N S B G RRAR o h K 119
CABVERRIRRR I oy 4t R S o IO e VIR RS SR Y 120
Buitding o SSRGS Aaione Tralon 1 g0 il A e s s i el B ST 121
Haeking Pyihon's import Fustionelity < .l i i s b i 123

RIS W T s ke, A A A e R 124



TROJANING TASKS ON WINDOWS 127

e s ol BRI B 128
SRR . AR 130

............................................... 131
......................................... 132
........................................... 134
............................................... 135

XFILTRATION 139
e R R S 140
D e e e 142
B s s s R A e v s 144
......................................... 145

S e R R A BT St g 148
........................................... 150

VILEGE ESCALATION 153

B 154
I e s S G 154
e e R NS N S AN 156
I T e 157

........................................... 158

B, .. L R SUR R G 159
s SR 161

S O T S 164
B g E e T 164
e e R N R N e 166

169

L R R SRS 170
............................................ 171
............................................ 173
i e e G T 176
B e e e 7
sl L e D e s 177
I 0 o R I R o D 182
............................................ 184

185



