
In s t itu te  o f  Law  and Technology
M asaryk U n ivers ity , Faculty o f Law

C o n te n ts

I. E -C o m m e rc e ...................................................................................................................................................................................................................6

T re a ty  o n  th e  fu n c tio n in g  o f th e  E uro pean  U n ion  (re le va n t p ro v is io n s  on fre e  m o vem en t o f g o o d s  and  s e rv ic e s ) ........................ 6

TITLE II FREE MOVEMENT OF G O O D S.....................................................................................................................................................................6

TITLE IV FREE MOVEMENT OF PERSONS, SERVICES AND C A PITA L.......................................................................................................... 7

R e le va n t C a se -L a w  on T E U .................................................................................................................................................................................................8

Case C-322/01, Deutscher Apothekerverband eV and 0800 DocMorris NV........................................................................................................8

Case C-243/01 Criminal proceedingsagainst P iergiorgio Gambelli and O th e rs .................................................................................................. 9

Case C-42/07 Liga Portuguesa de Futebol Profissional and Bwin International Ltd, formerly Baw International Ltd vDepartamento de 
Jogos da Santa Casa da Misericórdia de L isboa........................................................................................................................................................9

C o u n c il D irec tive  9 3 /1 3 /E E C  o f  5  A p ril 1993 o n  u n fa ir te rm s  in c o n s u m e r c o n tra c ts ...................................................................................9

R e le va n t c a s e  la w  o n  u n fa ir  te rm s  in c o n su m e r c o n tra c ts ....................................................................................................................................12

Case C 243/08, Pannon GSM Zrt. v Erzsébet Sustikné Györfi.............................................................................................................................12

D irec tive  9 7 /7 /E C  o f th e  E u ro p e a n  P a rlia m e n t and  o f  th e  C o u n c il o f 2 0  M ay 1997  on th e  p ro te c tio n  o f co n sum ers  in  respect 

o f  d is ta n c e  c o n tra c ts .............................................................................................................................................................................................................13

R e le va n t c a s e - la w  o n  D irec tive  9 7 /7 /E C  o n  the  p ro tec tio n  o f c o n su m e rs  in  re sp  e c t o f d is ta nce  c o n tra c ts .................................... 18

Case C - 489/07, Pia Messner v Firma Stefan Krüger.............................................................................................................................................. 18

Case C -511/08, Handelsgesellschaft Heinrich Heine GmbH v  Verbraucherzentrale Nordrhein-Westfalen eV ........................................ 18

Case C-49/11 Content Services Ltd v Bundesarbeitskammer.............................................................................................................................. 18

D irec tive  2 0 0 0 /3 1 /E C  o f th e  E uro pean  P a rlia m e n t and  o f th e  C o u n c il o f 8 Ju n e  2 0 0 0  o n  ce rta in  lega l asp ec ts  o f in fo rm ation 

s o c ie ty  se rv ice s , in p a rticu la r e le c tro n ic  co m m e rce , in th e  In te rna l M a rke t (D ire c tive  o n  e lec tro n ic  c o m m e rc e )...........................19

R e leva n t C a se  La w  o n  D ire c tive  2 0 0 0 /3 1 /E C  o n  e le c tro n ic  c o m m e rc e ..........................................................................................................28

Case C ■ 244/06, Dynamic Medien Vertriebs GmbH v Avides Media AG, THE COURT (Third Chamber)................................................... 28

Case C 298/07, Bundesverband der Verbraucherzentralen und Verbraucherverbände -  Verbraucherzentrale Bundesverband eV v 
deutsche internet Versicherung AG.............................................................................................................................................................................. 28

Case C 292/10, G v Cornelius de V isser.................................................................................................................................................................... 28

D irec tive  2 0 0 2 /6 5 /E C  o f  th e  E u ro p e a n  P a rlia m e n t and  o f  th e  C ounc il o f 2 3  S e p te m b e r 2 0 0 2  co n ce rn in g  th e  d is tance 

m a rke tin g  o f  c o n s u m e r f in a n c ia l s e r v ic e s ...................................................................................................................................................................29

D irec tive  2 0 0 5 /2 9 /E C  o f th e  E uro pean  P a rlia m e n t and  o f th e  C o u n c il o f 11 M ay 2005 co n ce rn in g  un fa ir bus iness-to - 

c o n su m e r c o m m e rc ia l p rac tices  in th e  in te rn a l m a rke t ("U n fa ir C o m m e rc ia l P rac tice s  D ire c tiv e ")..................................................... 35

II. C o m p e t it io n  L a w ..................................................................................................................................................  44

T re a ty  o n  th e  F u nc tion in g  o f  th e  E u ro p e a n  U n ion  (101 - 1 0 9 ) .........................................................................................................................44

CHAPTER 1: RULES ON C OM PETITION .................................................................................................................................................................44

SECTION 1: RULES APPLYING TO UNDERTAKINGS......................................................................................................................................... 44

SECTION 2: AIDS GRANTED BY STATES...............................................................................................................................................................45

R e le va n t c a s e - la w  to  th e  T rea ty  o n  th e  F u nc tion in g  o f th e  EU A rt 1 0 1 -1 0 2 .................................................................................................46

Case C-52/07- Kanal 5 Ltd and TV 4 AB v Föreningen Svenska Tonsättares Internationella Musikbyrá (STIM) u p a ..............................46

Case C-425/07 P AEPI Elliniki Etaireia pros Prostasian tis Pnevmatikis Idioktisias AE v Commission o f the European Communities 46

Case C-418/01 IMS Health GmbH & Co. OHG v NDC Health GmbH & Co. K G ...............................................................................................47

Case T-201/04 Microsoft Corp. v Commission o f the European Com m unities.................................................................................................. 47



EUROPEAN ICT LAW
2013

III. Law  o f d o m a in  n a m e s ...............................................................................................................................................................................................49

U n ifo rm  D om a in  N am e  D ispu te  R eso lu tion  P o lic y .................................................................................................................................................... 49

R ules fo r  U n ifo rm  D om a in  N am e  D isp u te  R eso lu tion  P o lic y ................................................................................................................................. 51

U n ifo rm  D om a in  N am e  R eso lu tion  P o licy  -  R e le va n t C a se  L a w ........................................................................................................................ 55

America Online, Inc. v. Johuathan Investments, Inc., and AOLLNEW S.COM Case No. D 2001-0918.........................................................55

Wal-Mart Stores, Inc. v. Richard MacLeod d/b/a For Sale Case No. D2000-0662.............................................................................................58

FC Bayern München AG v. Peoples Net Services Ltd. Case No. D2003-0464................................................................................................. 60

Dr. Michael Crichton v. In Stealth Mode Case No: D2002-0874........................................................................................................................... 62

R egu la tion  (E C ) N o  7 3 3 /20 02  o f  th e  E u ro p e a n  P a rlia m e n t a n d  o f  th e  cou nc il o f 2 2  A p ril 20 0 2  o n  th e  im p le m e n ta tio n  o f  the  

.eu T o p  Leve l D o m a in ........................................................................................................................................................................................................... 64

C om m iss ion  regu la tio n  (E C ) N o 8 7 4 /20 04  o f  28 A p ril 2 0 0 4  lay ing  dow n p u b lic  p o lic y  ru le s  co n ce rn in g  the  im p le m e n ta tio n

and  fun c tions  o f th e  .eu T o p  Leve l D om a in  and  th e  p rin c ip le s  g o ve rn in g  re g is tra t io n ..............................................................................68

R e leva n t “A n ti-cyb e rsq u a ttin g " p ro v is io n s  o f  th e  U .S . C o d e ................................................................................................................................. 74

TITLE 15 > CHAPTER 22 > SUBCHAPTER III > § 1125......................................................................................................................................... 74

IV . P ub lic  S e c to r In fo rm a tio n ..................................................................................................................................................................................... 77

D irec tive  2003 /9 8 /E C  o f th e  E u ro p e a n  P a rlia m e n t and  o f th e  C o u n c il o f 17 N o ve m b e r 20 0 3  on th e  re -use  o f p u b lic  se c to r 

in fo rm a tio n .................................................................................................................................................................................................................................. 77

R e leva n t C a se  La w  o n  P ub lic  S e c to r In fo rm a tio n ..................................................................................................................................................... 82

Case C-343/95. Diego Cali & Figli Sri v.Servizi Ecologici Porto di Genova SpA (SEPG).................................................................................82

Case T-174/95 Svenska Joumalistförbundet v. Council o f the European U n ion ................................................................................................ 83

V. ISP  L ia b ility .................................................................................................................................................................................................................... 94

C onve n tion  on In fo rm a tion  and  Lega l C o -o p e ra tio n  co n ce rn in g  "In fo rm a tio n  S o c ie ty  S e rv ic e s " .......................................................... 94

D irec tive  20 0 0 /3 1 /E C  o f th e  E uro pean  P a rlia m e n t and  o f th e  C o u n c il o f 8  Ju n e  2 0 0 0  on ce rta in  le g a l a sp e c ts  o f  in fo rm a tio n  

soc ie ty  se rv ices, in  p a rticu la r e le c tro n ic  com m erce , in th e  In te rna l M a rke t ( 'D irec tive  o n  e le c tro n ic  c o m m e rc e ') .......................... 96

R e levan t C a se  la w  co n ce rn in g  d ire c tive  2 0 0 0 /3 1 /E C ........................................................................................................................................... 105

Joined Cases C-236/08 to C-238/08: Google France SARL, Google Inc. vs. Louis Vuitton Malletier SA (C-236/08), Google France 
SARL vs. Viaticum SA, Luteciel SARL (C-237/08), and Google France SARL v Centre national de recherche en relations humaines 
(CNRRH) SARL, Pierre-Alexis Thonet, Bruno Raboin, T iger SARL (C -238/08).............................................................................................. 108

Joined Cases C-509/09 and C-161/10 eDate Advertising GmbH v X, O livier Martinez, Robert Martinez v  MGN L im ited..................... 110

VI. C yb erc rim e  and C y b e rs e c u rity .......................................................................................................................................................................111

C onve n tion  o n  C y b e rc r im e ................................................................................................................................................................................................111

A dd ition a l P ro to co l to  th e  C o nve n tion  o n  cyb e rc rim e , co n ce rn in g  th e  c rim in a lisa tio n  o f a c ts  o f a ra c is t and  x e n o p h o b ic  n a tu re  

com m itted  th ro u g h  co m p u te r s y s te m s .........................................................................................................................................................................121

C onve n tion  o n  C yb e rc rim e  -  E xp la n a to ry  r e p o r t .................................................................................................................................................... 123

98 /560 /E C : C ounc il R e com m en da tio n  o n  the  d e ve lo p m e n t o f  th e  co m p e titive n e ss  o f the  E uro pean  a u d io v isu a l and 

in fo rm ation  se rv ice s  in d u s try ............................................................................................................................................................................................153

R egu la tion  (E C ) N o 46 0 /2 0 0 4  o f th e  E uro pean  P a rliam en t and  o f th e  C o u n c il e s ta b lish in g  th e  E u ro p e a n  N e tw o rk  and 

In fo rm a tion  S ecu rity  A g e n c y ............................................................................................................................................................................................ 157

C ounc il F ram e w o rk  D e c is ion  2 0 0 5 /2 2 2 /JH A  o f  24 F e b ru a ry  2 0 0 5  o n  a tta cks  a g a in s t in fo rm a tio n  sy s te m s .................................. 164

2013 /0027  (C O D ) P rop osa l fo r  a D IR E C T IV E  O F  T H E  E U R O P E A N  P A R L IA M E N T  A N D  O F  T H E  C O U N C IL ......................... 166

ANNEX I Requirements and tasks o f the Computer Emergency Response Team (C E R T)........................................................................ 172

ANNEX II List o f market opera to rs ............................................................................................................................................................................173



In s t itu te  o f Law  and Technology
M asaryk U n ive rs ity , Faculty o f Law

E X P L A N A T O R Y  M E M O R A N D U M  D IR E C T IV E  O F  T H E  E U R O P E A N  P A R L IA M E N T  A N D  O F  T H E  C O U N C IL  concern ing  

m e a su re s  to  e n su re  a  h igh  com m on  le ve l o f n e tw o rk  and  in fo rm a tio n  se c u rity  a c ross  th e  U n io n .....................................................173

C y b e rse cu rity  S tra te g y  o f th e  E uro pean  U n ion : A n  O pen, S a fe  and  S e cu re  C y b e rs p a c e .................................................................... 177

V II. C o p y r ig h t  L a w .........................................................................................................................................................................................................184

B e rn e  C o n ve n tio n  fo r  th e  P ro te c tion  o f  L ite ra ry  and  A rtis tic  W o rk s ............................................................................................................... 184

R o m e  C on ve n tio n  fo r  th e  P ro te c tio n  o f P erfo rm e rs , P ro d u ce rs  o f  P hon og ra m s a n d  B roa dcas ting  O rg a n iz a t io n s  193

W IP O  C o p y rig h t T re a ty ..................................................................................................................................................................................................... 197

W IP O  P e rfo rm a n ce s  and  P h o n o g ra m s  T re a ty ........................................................................................................................................................200

A g re e m e n t on T ra d e -R e la te d  A sp e c ts  o f In te llec tua l P ro p e rty  R igh ts  (T R IP S ) .......................................................................................204

D irec tive  2 0 0 9 /2 4 /E C  o n  th e  lega l p ro te c tio n  o f c o m p u te r p ro g ra m s .............................................................................................................219

R e le va n t C a se -L a w  on D irec tive  2 0 0 9 /2 4 /E C ......................................................................................................................................................... 222

C - 393/09 Bezpečnostní softwarová asociace -  Svaz softwarové ochrany v Ministerstvo Kultury............................................................... 222

C-406/10 SAS Institute Inc. v W orld Programming L td .........................................................................................................................................222

C o u n c il D irec tive  9 3 /8 3 /E E C  o f  2 7  S e p te m b e r 1993 o n  th e  co o rd in a tio n  o f ce rta in  ru les  co n ce rn in g  co p y rig h t and rights 

re la ted  to  co p y rig h t ap p lica b le  to  s a te llite  b ro a d ca s tin g  and  ca b le  re tra n s m is s io n ................................................................................. 223

D irec tive  9 6 /9 /E C  o f th e  E uro pean  P a rlia m e n t and  o f  the  C ounc il o f  11 M a rch  1996 o n  th e  lega l p ro tec tio n  o f d a ta b a se s .. 227

R e leva n t C a se -L a w  o n  D ire c tive  9 6 /9 /E C .................................................................................................................................................................231

C-545/07 Apis-Hristovich EOOD v Lakorda A D ......................................................................................................................................................231

C-338/02 Fixtures Marketing Ltd vSvenska Spei A B ............................................................................................................................................ 232

C-304/07 Directmedia Publishing GmbH v Albert-Ludwigs-Universität Fre iburg..............................................................................................232

C-604/10 Football Dataco Ltd and Others v Yahoo! UK Limited and O thers.................................................................................................. 233

D irec tive  20 0 1 /2 9 /E C  o f  th e  E u ro p e a n  P a rlia m e n t and  o f  th e  C o u n c il o n  th e  ha rm o n isa tio n  o f  ce rta in  a sp e c ts  o f copyrigh t

a nd  re la ted  righ ts  in  th e  in fo rm a tio n  s o c ie ty .............................................................................................................................................................233

R e leva n t C a se -L a w  o n  D irec tive  2 0 0 1 /2 9 /E C ......................................................................................................................................................... 242

C-467/08 Padawan v S G A E ........................................................................................................................................................................................242

C-5/08 Infopaq International A /S  v Danske Dagblades Forening........................................................................................................................242

C-360/10 Belgische Vereniging van Auteurs, Componisten en Uitgevers CVBA (Sabam) v  Netlog N V ......................................................242

C-145/10 Eva-Maria Painer v Standard VerlagsGmbH, Axel Springer AG, Süddeutsche Zeitung GmbH, Spiegel-Verlag Rudolf
Augstein GmbH & Co KG, Verlag M. DuMont Schauberg Expedition der Kölnischen Zeitung GmbH & Co K G ...................................... 243

C-277/10 Martin Luksan v Petrus van der L e t.........................................................................................................................................................243

C-462/09 Stichting de Thuiskopie v Opus Supplies Deutschland GmbH and O thers.................................................................................... 243

D irec tive  2 0 0 4 /4 8 /E C  o f  th e  E u ro p e a n  P a rlia m e n t and  o f th e  C o u n c il o f  2 9  A p ril 2004 on th e  E n fo rce m e n t o f In te llectua l 

P rop e rty  R ig h ts ..................................................................................................................................................................................................................... 244

D irec tive  2 0 0 6 /1 1 6 /E C  o f th e  E u ro p e a n  P a rlia m e n t and  o f  th e  C ounc il o f 12 D e ce m b e r 2 0 0 6  on th e  te rm  o f  p ro tec tio n  o f 

co p y rig h t and  c e rta in  re la ted  rig h ts  (co d ifie d  v e rs io n ) ..........................................................................................................................................248

V III. E le c tro n ic  d o c u m e n ts ........................................................................................................................................................................................ 252

D irec tive  19 9 9 /9 3 /E C  o f th e  E uro pean  P a rlia m e n t and  o f th e  cou nc il o f 13 D e ce m b e r 1999 on a C om m un ity  fra m e w o rk  fo r 

e le c tro n ic  s ig n a tu re s .......................................................................................................................................................................................................... 252

C o m m iss io n  D e c is ion  o f 14 J u ly  2 0 0 3  o n  th e  p u b lica tion  o f re fe re n ce  n u m bers  o f  g e n e ra lly  re cogn ize d  s ta n d a rd s  for 

e le c tro n ic  s ig n a tu re  p ro d u c ts  in  a cco rd a n ce  w ith  D ire c tive  1 9 9 9 /9 3 /E C ...................................................................................................... 257

C o m m iss io n  D e c is ion  o f 6 N o ve m b e r 20 0 0  o n  th e  m in im um  c rite ria  to  b e  ta ke n  in to  a cco u n t b y  M e m b e r S ta te s  w hen 

d e s ig n a tin g  b o d ie s  in  a cco rd a n c e  w ith  A rtic le  3 (4 ) o f  D irec tive  1999 /9 3 /E C  o f th e  E uro pean  P a rlia m e n t and  o f th e  C ounc il on 

a  C o m m u n ity  f ra m e w o rk  fo r  e le c tro n ic  s ig n a tu re s ................................................................................................................................................ 258



EUROPEAN ICT LAW
2013

IX. D a ta  p r o te c t io n .......................................................................................................................................................................................................... 260

C onve n tion  fo r  th e  P ro te c tion  o f H um an R igh ts  and  F u n d a m e n ta l F re e d o m s as  a m e n d e d  b y  P ro to co ls  N o . 11 and  N o . 14 260

C h a rte r o f F u n da m en ta l R igh ts  o f th e  E u ro p e a n  U n io n ........................................................................................................................................261

C onve n tion  fo r  th e  P ro te c tion  o f In d iv id ua ls  w ith  regard  to  A u to m a tic  P roce ss in g  o f  P e rso na l D a ta ...............................................265

R e levan t C a se -L a w  o n  C o nve n tion  fo r  th e  P ro te c tio n  o f  H u m a n  R igh ts  and  F u n d a m e n ta l F re e d o m s ...........................................267

CASE OF KLASS AND OTHERS v. GERMANY (Application no. 5029/71)......................................................................................................267

CASE OF MALONE v. THE UNITED KINGDOM (Application no. 8691/79)..................................................................................................... 276

CASE OF NIEMIETZ v. GERMANY (Application no. 13710/88).......................................................................................................................... 287

CASE OF ROTARU v. ROMANIA (Application no. 28341/95).............................................................................................................................290

COPLAND v. THE UNITED KINGDOM - 62617/00 [2007] ECHR 253 (3 A pril 20 07 )...................................................................................  297

D irec tive  9 5 /4 6 /E C  o f th e  E uro pean  P a rlia m e n t and  o f th e  C o u n c il o f 24 O c to b e r 1995 o n  th e  p ro te c tio n  o f in d iv id u a ls  w ith  

regard  to  the  process ing  o f p e rsona l d a ta  and  o n  the  fre e  m o ve m e n t o f su ch  d a ta ................................................................................ 300

D irec tive  20 0 2 /5 8 /E C  o f th e  E uro pean  P a rlia m e n t and  o f th e  C o u n c il o f 12 J u ly  2 0 0 2  co n ce rn in g  th e  p ro cess ing  o f p e rsona l 

d a ta  and the  p ro te c tio n  o f p riva cy  in the  e le c tro n ic  c o m m u n ica tio n s  s e c to r (D ire c tive  o n  p r iva cy  a n d  e le c tro n ic  

c o m m u n ic a tio n s )...................................................................................................................................................................................................................311

D irec tive  20 0 6 /2 4 /E C  o f th e  E u ro p e a n  P a rlia m e n t and  o f  th e  C o u n c il o f 15 M a rch  2 0 0 6  on th e  re ten tio n  o f  d a ta  g e n e ra te d  o r

p rocessed  in  con nec tion  w ith  th e  p rov is ion  o f  pu b lic ly  a va ila b le  e le c tro n ic  c o m m u n ica tio n s  se rv ice s  o r  o f  pu b lic

com m u n ica tio n s  ne tw o rks  and  am e n d in g  D irec tive  2 0 0 2 /5 8 /E C ..................................................................................................................... 3 20

R e levan t C ase  La w  on the  D ire c tive s  9 5 /4 6 /E C ; 2 0 0 2 /5 8 /E C ; 2 0 0 6 /2 4 /E C ................................................................................................325

Case C-101/01 Criminal proceedings against Bodil L indqv is t).............................................................................................................................325

Case C-275/06 Productores de Música de Espaňa (Promusicae) v  Telefonica de Espaňa SAU.................................................................331

Case C - 5 5 7 /0 7 ,LSG-Gesellschaft zur Wahrnehmung von Leistungsschutzrechten GmbH vTele2 Telecommunication G m bH ,... 331

Case C 461/10 Bonnier Audio AB et al. v Perfect Communication Sweden A B ............................................................................................. 332

X. E -F in a n c e ..................................................................................................................................................................................................................... 333

T rea ty  on th e  fu n c tio n in g  o f th e  E uro pean  U n ion  (re le va n t p ro v is io n s  o n  fre e  m o ve m e n t o f p e rsons , se rv ice s  and  cap ita l, 

e u ro  cu rrency  and  E uro pean  C e n tra l B ank co n n e c te d  w ith  E -F in a n c e ) ....................................................................................................... 3 33

R e levan t EU R e g u la tio n s  and  D irec tive  o n  E u ro p e a n  U n ion  S u p e rv iso ry  B o d ie s ....................................................................................3 38

R e levan t C a se  L a w  on D is ta n t M a rke ting  in  In v e s tm e n ts ....................................................................................................................................338

C-384/93 Alpine Investments v. M inister van Financiěn (M inister for F inance)................................................................................................338

R e leva n t C a se -L a w  o n  O n line  B e tting  and  O n line  G a m e s  o f C h a n c e ...........................................................................................................341

C-258/08 Ladbrokes Betting & Gaming Ltd and Ladbrokes International Ltd v. Stichting de Nationale S portto ta lisa tor....................... 341

R e levan t C a se -L a w  o n  P a ym e n t in s tru m e n ts  and  p a ym e n t c a rd s ...................................................................................................................345

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE COMP/34.579 -  MasterCard, Case COMP/36.518 -  
EuroCommerce, Case COMP/38.580 —  Commercial Cards................................................................................................................................ 345

D irec tive  20 0 4 /3 9 /E C  o f th e  E uro pean  P a rlia m e n t and  o f  th e  C ounc il o f 21 A p ril 2 0 0 4  o n  m a rke ts  in  fin a n c ia l in s tru m e n ts  

am end ing  C ounc il D irec tive s  8 5 /6 1 1 /E E C  and  9 3 /6 /E E C  and  D ire c tive  20 0 0 /1 2 /E C  o f  th e  E u ro p e a n  P a rlia m e n t and  o f  the  

C ounc il and  re pea lin g  C o u n c il D irec tive  9 3 /2 2 /E E C ..............................................................................................................................................348

D irec tive  20 0 5 /6 0 /E C  o f th e  E uro pean  P a rlia m e n t and  o f  th e  C o u n c il o f 2 6  O c to b e r 2 0 0 5  o n  th e  p re ve n tio n  o f th e  use  o f the  

fina nc ia l sys te m  fo r  th e  pu rpose  o f m o ney  la u n d e rin g  and  te rro r is t fin a n c in g  (A n ti-M o n e y  L a u n d e rin g  d ire c tiv e ) ...................... 355


