
Table of Contents

Acknowledgments...
TABLE OF CASES..............
Table of Authorities

090 
...111

. XIX

XXIX

UNIT One: Introductory MATERIALS............................  1

Chapter One: Introduction to the Idea of Cyberlaw........................3
A. Why Cyberlaw?......................................  4

Frank H. Easterbrook, Cyberspace and the Law of the Horse.........4
Lawrence Lessig, The Law of the Horse: What Cyberlaw Might

Teach ^9999999999999999999999999999999999999999999999999999999999999999999999999999999^9^99999999999

Notes and Questions........................................................................ 12
Brett Frischmann, Why Internet Studies?........................................13

B. Our Approach................................................................................... 15
C. Internet Basics................................................................................. 16

Chapter Two: Problems of Metaphor and Analogy: 
Introductory Case Studies..............................................................25

Introduction.......................................................................................... 25
A. Trespass to Chattels in Cyberspace................................................. 27

eBay, Inc. v. Bidder’s Edge, Inc........................................................27
Note on eBay v. Bidder’s Edge and the Issue of ‘"Perspective” in

Internet Cases............................................................................... 32
Notes and Questions..... ....................................................................34
Intel Corporation v. Hamidi............................................................ 36
Notes and Questions......................................................................... 49

B. Consumer Confusion and Online Trademarks............................... 51
Brookfield Communications, Inc. v. West Coast Entertainment 

Corp.......................................................................................... 51
Notes and Questions 58.6. V U/ULU VAI VW L AL-UULAI 9 999999999999999999999999999999999999999999999999999999999999999999999999 A

C. Internet Access and Content Filtering in Public Libraries............ 63
Mainstream Loudoun v. Board of Trustees of the 

Loudoun County Public Library..............................................63
Notes and Questions......................................................  67

D. The Platform Metaphor................................................................... 68
Tarleton Gillespie, The Politics of "Platforms".............................. 68
Notes and Questions......................................................................... 73



X TABLE OF CONTENTS

Unit Two: WHO Regulates? 75

Chapter Three: Problems of Geography and Sovereignty..........77
Introduction 0 0 00 0 0 00 0 0 0 0 0 0 0 000 00 0096 00 0 0 0 0 00 0 0 0 00 00 0 0 0 0 000 000 0000 6 000 • 0800 0000 080 $00 0 • 00 0 08 0 €0© 00000 77
A. The Theoretical Debate............................... . 00000€000000000000 79

The Rise of Law in Cyberspace
David R. Johnson and David G. Post, Law and Borders—

Jack L. Goldsmith, The Internet and the Abiding Significance
of Territorial Sovereignty............................................................ 84

Jack L. Goldsmith, Against Cyberanarchy...................................... 90
David G. Post, Against "Against Cyberanarchy"........................... 92
Notes and Questions..........................................................................97

B. Jurisdiction to Prescribe.................................................................. 99
Note on Jurisdiction......................................................................... 99
1. Extraterritorial Regulation of Speech............ ..............................99

La Ligue Contre le Racisme et l‘Antisemitisme v. 
Yahoo!, Inc :     99

Notes and Questions...................................................................101
2. The "Dormant" Commerce Clause...........................................104

American Libraries Association v. Pataki 104
Washington v. Heckel..................................................................110
Notes and Questions...................................................................115
Note on Center for Democracy and Technology V. Pappert ....117

3. Community Standards for Sexually Explicit Speech..................118
American Civil Liberties Union v. Reno....................................119
Ashcroft v. American Civil Liberties Union.............................. 123
Notes and Questions...................................................................128

C. Jurisdiction to Adjudicate...............................................................129
1. The United States Personal Jurisdiction Inquiry..................... 129

Calder v Jones 132VVVVVT V• 4/0 000009 090 00 0000099 0 90000 080 09009900060060 98000 00000600000000000606880000 A4

Notes and Questions...................................................................134
2. Jurisdiction Based on Online Interaction..................................134

Young v. New Haven Advocate...................................................138
uBid, Inc. v. The GoDaddy Group, Inc.......................................142
Notes and Questions...................................................................146
Paul Schiff Berman, The Globalization of Jurisdiction.......... 148
Notes and Questions...........1........................................................................................150

D. Judgment Recognition and the Power of Persuasion.................. 151
Yahoo!, Inc. v. La Ligue Contre le Racisme et l’Antisemitisme .... 152
Notes and Questions........................................................  157
Citron v. Zundel............... |..............................................................159
Notes and Questions........................................................................163

Chapter Four: Problems of "Public" Versus "Private" 
Regulation.......................................................................................... 165
Introduction.........................................................................................165
A. "Private" Regulation...........................................  168



TABLE OF CONTENTS

1. Centralized Standard-Setting Bodies........................................ 169
Philip J. Weiser, Internet Governance, Standard Setting, 

and Self-Regulation.......................................................... 169
Notes and Questions........... ....................................................... 172

2. Decentralized Collective Action.....................  173
Media3 Technologies, LLC v. Mail Abuse Prevention 

System, LLC.......................................................................173
Lawrence Lessig, The Spam Wars............................................ 176
David G. Post, Of Black Holes and Decentralized Law­

Making in Cyberspace....................................................... 178
Notes and Questions.................................................................. 181

3. Regulation by Contract...............................................................183
ProCD, Inc. v. Zeidenberg.......................................................... 184
Notes and Questions.................................................................. 186
Specht v. Netscape Communications Corp.................................187
Notes and Questions.................................................................. 193
Margaret Jane Radin, Regulation by Contract, Regulation 

by Machine......................................................................... 194
Notes and Questions.................................................  199
Note on the Facebook Controversy............................................. 200

B. Public Regulatory Responses to “Private” Regulation................. 202
1. Applying Constitutional Norms to “Private” Entities .... .........203
2. Legislative Responses to “Private” Regulation......................... 205

Red Lion Broadcasting Co. v. FCC........................................... 207
Notes and Questions.................................................................. 211
Miami Herald Publishing Co. v. Tornillo................................. 212
Notes and Questions.................................................................. 216
Note on Must-Carry Requirements............................................ 217
Turner Broadcasting System, Inc. v. FCC................................ 217
Notes and Questions.................................................................. 228
Search King, Inc. v. Google Technology, Inc............................. 230
Frank Pasquale, Rankings, Reductionism, 

and Responsibility............................................................. 232
Notes and Questions.................................................................. 238
Owen M. Fiss, Why the State?................................................... 240
Notes and Questions.................................................................. 244

3. Regulation of Internet Access Providers................................... 244
Brett M. Frischmann, Infrastructure: The Social Value of 

Shared Resources..............................................................245
a. Open Access............................................................................ 248

Notes and Questions.............................................................. 251
b. Network Neutrality............................................................... 251

. Proposed Rules: Preserving the Open Internet, Broadband 
Industry Practices..................................................... 254

Notes and Questions.............................................................. 257



xii TABLE OF CCNTENTS

Concluding Case Study: Internationalization of Legal Regimes: 
Governing the Domain Name System...................................... 263

1. An Introduction to the Domain Name System......................... 264
2. ICANN  .................................................................................. 266

David G. Post, In Search of Jefferson’s Moose: Notes on 
the State of Cyberspace..........................................................267

3. ICANN, Trademark Law, and Regulation by Contract........... 271
The Uniform Dispute Resolution Policy................................... 275
A. Michael Froomkin, Wrong Turn in Cyberspace: Using 

ICANN to Route Around the APA and the Constitution ..278
4. The UDRP and Domestic Trademark Law.............................. 282

Cable News Network L.P. v. Cnnews.com................................. 286
GlobalSantaFe Corp. v. Globalsantafe.com.............................. 289

Unit Three: How to Regulate......................................................... 301

Chapter Five: Problems of Legal Versus Technological 
Regulation..............................  303
Introduction........................................................................  303
A. Effect of Technological Change on Legal Rules............................304

1. Telephone Communications, Surveillance, and the Fourth 
Amendment............................................................... |.............306
Olmstead v. United States......................................................... 306
Katz v. United States................................................................. 309
Notes and Questions.................................................................. 312

2. Thermal "Communications," Surveillance, and the Fourth
Amendment........................   313
Kyllo v. United States................................................................ 313
Notes and Questions.......................................  319

3. Internet Communications, Surveillance, and the Fourth 
Amendment............................................................................ 319
Warshak v. United States.......................................................... 320
Notes and Questions........ ..........................................................330

B. The Effect of Legal Rules on Technological Innovation.............. 333
1. Home Video Recording Devices.......... .......................................333

Sony Corporation of America v. Universal City 
Studios, Inc........................................................................ 334

Notes and Questions.................................................................. 339
Section 1201 of the Digital Millennium Copyright Act ............ 340
Real Networks, Inc. v. Streambox, Inc...............................  343
Notes and Questions.................................................................. 348

2. Peer-to-Peer File Sharing.......................................................... 350
A & M Records, Inc. v. Napster, Inc...........................................350
Notes and Questions.................................................................. 359
Metro-Goldwyn Mayer Studios Inc. v. Grokster, Ltd................ 360
Notes and Questions.................................................................. 377

3. Telecommunications Devices..................................................... 380



TABLE OF CONTENTS xiii

C. The Use of Technology to Supplement or Supplant 
Legal Rules................................................................................382
Dan L. Burk & Julie E. Cohen, Fair Use Infrastructure

for Rights Management Systems...................  386
Tom W. Bell, Fair Use vs. Fared Use: The Impact of

Automated Rights Management on Copyright’s 
Fair Use Doctrine.......................................................  387

Notes and Questions....................................................................... 389

Chapter Six: Problems off Intermediaries........................................393
A. intermediary Control of Identity and Anonymity........................ 394

In re Subpoena Duces Tecum to America Online, Inc................... 397
Doe No. 1 v. Cahill...............................................  ...399
Notes and Questions....................................................................... 407
Sony Music Entertainment, Inc. v. Does 1-40............................... 412
Notes and Questions....................................................................... 415

B. Intermediary Liability for..Online Conduct..................................416
Ira S. Bushey & Sons, Inc. v. United States.................................. 417
Notes and Questions 419
1. Secondary Liability for Defamatory Content:

The Common Law Backdrop..................................................... 420
Cubby, Inc. v. CompuServe, Inc..................................................420
Stratton Oakmont, Inc. v. Prodigy Services Co......................... 423
Notes and Questions.................................................................. 425

2. Section 230 of the Communications Decency Act.................... 426
Zeran v. America Online, Inc..................................................... 429
Blumenthal v. Drudge ................................................................435
Notes and Questions.................................................................. 439
Chicago Lawyers ‘ Committee for Civil Rights Under Law,

Inc., v. Craigslist, Inc.......................   441
Fair Housing Council of San Fernando Valley v.

Roommates.com, LLC........................................................... 444
3. Secondary Liability for Copyright Infringement:

The Common Law Backdrop.................................................... 458
Religious Technology Center v. Netcom On-Line

Communication Services....................................................... 458
Notes and Questions.................................................................. 465

4. Section 512 of the Digital Millennium Copyright Act............ 467
Notes and Questions.................................................................. 472

C. Pressures for Reform..................................................................... 482
Mark A. Lemley, Rationalizing Internet Safe Harbors................. 482
Rebecca Tushnet, Power Without Responsibility:

' % Intermediaries and the First Amendment................................. 488
Notes and Questions....................................................................... 491

Roommates.com


TABLE OF CONTENTS

Concluding Case Study: Counterfeit Goods in the Online
Marketpl9ee

AVCUEVDCIV 000000000000000000090000000000000000000000000000000000000,08,0000000000600006

Tiffany (NJ) Inc v eBay Inc4. VI/VICy 14 V8 JJ U / U • CALL Y - 8 / 0 000 0 0 0 0 0 0 09000000000 000 0 0 0000000 000060000 08, 8000 0

Louis Vuitton Malletier S.A. v. eBay Inc
Notes and Questions4. V VVCv 40 004 C wcocfuu 090000 90 00000 0000000000 • 09000000006 000900000000000000000000c000

495

507
514

UNIT FOUR: WHAT TO REGULATE 9°99999900009000000900000000060006©00000000c000000060000 519

Chapter Seven: Regulating Speech................................................ 521
Introduction 9 900 90 0 9 0 0 0 0 9 0 9 0 0 0 0 0 0 00 0 000 0 0 0 0 • 0 9 0 00 009 0 0 0 •8 0 0 0 0 0 000 0 0 0 6 • 0 00 • 000 • 0 9, 0© 0 9 0 • • 00, a a,© 00000 521
A. What is "Speech"? 00000090000 000900*0°09900000000000000000000000000000o0006006e0o6©oac600006 522

Universal City Studios, Inc. V. Corley............................................ 522
Notes and Questions 000000000000900000900000090000000000000000000090006 •00000600e0600000000 530

B. Government Regulation of Sexually Explicit Speech..................531
Ginsberg v. New York..................................................................... 533
FCC v. Pacifica Foundation........................................................... 535
Notes and Questions 00900000990000099099909000000000000000000000000000000000,6,,0o6,,80,$00 542
Sable Communications of California, Inc. v. FCC
Notes and Questions
Renton v. Playtime Theatres, Inc...................................................548
Notes and Questions...................................................................... 551
Reno v. American Civil Liberties Union........................................ 552
Notes and Questions 0000000000000000009990000000000c0©0©0000 000000060000000 563

C. Filtering and the First Amendment.............................................. 566
Ashcroft v. American Civil Liberties Union........................... ..... 567
Notes and Questions....................................................................... 576
Lawrence Lessig, Code and Other Laws of Cyberspace.............. .578
Notes and Questions
United States v. American Library Association, Inc.....................582
Notes and Questions....................................................................... 596
Pennsylvania Internet Child Pornography Act............................. 597
Center for Democracy and Technology v. Pappert........................ 599
Notes and Questions........... ............................................................609

D. International Considerations........................................................ 611
About Filtering............................................................................... 611
Derek E. Bambauer, Cybersieves 613
Notes and Questions 9000090090900090009000000000090000000©00000000000000000o0o©,oa©00000000 614
Dow Jones & Co., Inc. U Gutnick 617
Notes and Questions 900009000090900900000000000000000000000000006000u0;00000006a006a,e$000, 622

Chapter Eight: Problems of Privacy and Surveillance.............625
Introduction.................................................  625
A. Framing Privacy............................................................................. 627

Daniel J. Solove, Conceptualizing Privacy.................................... 627
Notes and Questions....................................................................... 634
Paul M. Schwartz, Privacy and Democracy in Cyberspace ........... 635



TABLE OF CONTENTS xv

Julie E. Cohen, Examined Lives: Informational Privacy 
and the Subject as Object.......................................................637

Notes and Questions....................................................................... 639
B. Online Data Collection................................................................... 640

Article 29 Data Protection Working Party, Opinion 2/2010 on
Online Behavioural Advertising............................................... 643

1. "Fair Information Practices” and Industry Self-Regulation.... 646
Federal Trade Comm’n Staff, Self-Regulatory Principles 

for Online Behavioral Advertising.....................................648
Network Advertising Initiative, 2008 NAI Principles: 

The Network Advertising Initiative‘s Self-Regulatory 
Code of Conduct 650

Notes and Questions.................................................................. 653
2. Technological Approaches.......................................................... 656
3. Third-Party "Trust" Authorities............................................... 658
4. Mandatory Standards............................................................... 662

Notes and Questions........................... .......................................664
C. Government Surveillance and Data Mining................................. 665

1. Prospective Acquisition of Communication Contents.............. 666
Interception of Wire, Oral, and Electronic Communications.. 668
Notes and Questions.......................... 672

2. Retrospective Acquisition of Stored Communications............. 673
Stored Communications and Transactional Records Access ... 674

3. Acquisition of Noncontent Information.................................... 679
Smith v. Maryland..................................................................... 680
Notes and Questions...................................................................683
Pen Registers and Trap and Trace Devices.............................. 685
Notes and Questions.................................................................. 687
Note on Communications Surveillance in National Security 
'Investigations 688

4. Government Data Mining......................................................... 690
Notes and Questions.................................................................. 694
Ira S. Rubenstein, Ronald D. Lee, & Paul M. Schwartz, Data

Mining and Internet Profiling: Emerging Regulatory and
Technological Approaches.......................................  694

Notes and Questions.................................................................. 699
D. Emerging Privacy Challenges....................................................... 700

Jonathan Zittrain, The Future of the Internet— 
And How to Stop It................................................................ 700

Chapter Nine: Problems of Information Enclosure.....................707
Introduction........................................................................................ 707
A. The “Cyberproperty” Controversy.............................  708

Patricia L. Bellia, Defending Cyberproperty.................................. 709
Notes and Questions....................................................................... 714

B. State Law Claims: Trespass and Contract.................................... 716
Ticketmaster Corporation v. Tickets.com, Inc................................717



XVI TABLE OF CONTENTS

Register.com, Inc. V. Verio, Inc 00000000000009000990000000090000©00000000000aa660860460 722
Notes and Questions....................................................................... 728

C. The Computer Fraud and Abuse Act............................................ 733
Computer Fraud and Abuse Act..................................................... 734
America Online, Inc. v. LCGM, Inc................................................ 739
Notes and Questions....................................................................... 740
EF Cultural Travel BV v. Explorica, Inc........................................741
Notes and Questions....................................................................... 745

D. The Digital Millennium Copyright Act’s Anti-Circumvention 
and Anti-Trafficking Restrictions.............................................747
Lexmark International, Inc. v. Static Control 

Components Inc . 748N.JUNLT0VIUOU9 48 900 0 000 00 000000 8 0 000 04090 0 0000 090 000 00600: ••000080009000 68$o00 ••••••••e 0 V 

Notes and Questions 756
Davidson & Assocs. v. Jung...............................  757
Notes and Questions....................................................................... 764

E. Ownership of User-Generated Content........................................ 765
1. Social Networking Sites............................................................. 766
2. Media Sharing Sites................................................................... 769
3. Online Virtual Worlds................................................................ 771
4. Collaborative Peer-Production Platforms 773
Notes and Questions.......................................................................774
Bragg v. Linden Research, Inc.......................................................775

Concluding Case Study: Google Books..................... 785
1. Overview of the Google Books Project and Settlement...........785

Jonathan Band, The Long and Winding Road to the Google 
Books Settlement............................................................... 786

Notes and Questions 000 000 0 0 0 0 00 0000 000 90 0 0 000 00000000000000000000000009000000 00000000 789
Jonathan Band, The Long and Winding Road to the Google

Books Settlement 0000009000009000000000000000 790
Notes and Questions.................................................................. 792
Jonathan Band, The Long and Winding Road to the Google 

Books Settlement............................................................... 793
Notes and Questions.................................................................. 807

2. Public Debate on the Google Books Settlement ....................... 810
United States Department of Justice, Statement of 

Interest of the United States of America Regarding 
Proposed Amended Settlement Agreement 810

Einer Elhauge, Why the Google Books Settlement is| 
Procompetitive ....................................................................... 817

James Grimmelmann, The Elephantine Google Books 
Settlement....... .......................................................................821

Notes and Questions.................................................................831

Register.com


TABLE OF CONTENTS xvii

Unit Five: Regulating in a Rapidly Changing WORLD .............. 833

Chapter Ten: Problems o Legal, Technological, and Cultural
Change............................................................................................... 835
Introduction......... ...............................................................................835
A. Cyberspace as Metaphor................................................................ 836

Sherry Turkle, Life on the Screen.................................................. 837
Notes and Questions....................................................................... 841
Alfred C. Yen, Western Frontier or Feudal Society?:

Metaphors and Perceptions of Cyberspace................................. 842
Notes and Questions....................................................................... 848
Jonathan Rosen, The Talmud and the Internet............................ 849
Notes and Questions....................................................................... 855

B. Cyberspace, Community, and Globalization................................. 856
Paul Schiff Berman, The Globalization of Jurisdiction ............... 857
Anupam Chander, Whose Republic?.............................................. 861
Michele Wilson, Community in the Abstract: A Political 

and Ethical Dilemma?...........................................................865
James Grimmelmann, Virtual Worlds as Comparative Law.......869
Notes and Questions....................................................................... 879

C. Cyberspace and the Formation of Law and Policy....................... 880
Jonathan Zittrain, The Generative Internet.................................. 881
David G. Post, The Theory of Generativity.................................... 891
Notes and Questions....................................................................... 897

Index 899


