TABLE OF CONTENT

Listotauthors. . ... 9
Acknowledgements . ........ ... . i e 13
EEBIACE ... .. v.c o 19 i e B e 1 o o 2 2 o 15
SO L CSEO 5 5 5.5 45 655 5555 Bk 85 i 5o o om0 e e 5 s i . s . e o 5 e 15
INTTOAUCTION &« co v v vv sms s swssssssmsesdssassssissssssseissssss 17
Nadezda Siskovd . .. ........... o 17
Part L.
Issues of Digitalization and Robotisation in the Light
of Human Rights. . ........... ... ... .. .. . . . . ... 19
Chapter One
GDPR and the Right to Personal Data and Privacy in a Modern Society
HEARE IMBIEBLECOR & o o o 50 55 555 50855055 8 555 ot .9 1 o 50 6 1 9 e 21
Sona Matochova . .. ......... .. . 21
Chapter Two
The “Right to Be Forgotten” — Some Considerations on a General Concept
in the Light of Fundamental Rights . . .......... .. ... .. ... ... ........ 43
Nadézda SiSkova . . ... 43
Chapter Three
The “Right to Be Forgotten”- by Watchdogs and Open-Source Search Engines ... 60
IAGFGIL DAIOI 5 505 5.5 % 55 5.5 555 555t b 505 55580 398 o 8 9 P e 1 0051 6 5Pt 60
Chapter Four
The Right to Internet Acces: A New Fundamental Right or a New “Platform”
for Fundamental Rights?. .. ... ... . . .. 70
Lusine Vardanyan, Hovsep Kocharyan, Ondrej Hamuladk. . . ............... 70
Part 1l.
Consumer Protection in the On-lineWeorld ....................... 95
Chapter Five
Future Challenges and Opportunities in European Consumer Law Protection
B R R LT o o s O 0 0 00 0 5 S0 s e B S B 95
Blanka Vitova . . ... .. ... ... e 95
Chapter Six
Key Challenges to the Implementation of the Digital Content Directive
i Hingary aiid the C2eeh REPUBLG. om0 s s 55 5 65555 955555558 578 555k s 113
Zsolt Hajnal, Rita Simon. . .. ... ... . . . . . i 113



Table of Content

Partlll. . ... .cvcmrcomemmnmmenms §65 i85 IG5 ERM I RGIBSEBIENE 555 3 0.
Competition Law in a Digital Economy ......................... 127
Chapter Seven

EU Regulation of On-Line Platforms: between Competition Law and Digital

N I . . o v v s i m o oo o o st oot o T % e 8 e e ek d BB BB E R R N 129
Miokal Payee ey s s E A YIRS S R R E e g W 129
Chapter Eight

Private Enforcement of the Digital Markets Act: Filling Holes and Creating

New Ones in Harmonized Enforcement. .. ......... ... ... ... .. ... .... 145
ORI, BIGZO ..« v s om0 5 im0 o o o omew oom 80805 0 6o 5058 10 8 o0 3 4 00 W08 0 30 6 100 5 10 145

Chapter Nine

Pricing Algorithms and Anticompetitive Agreements. .. .. ..ccovvevvvineasoonn. 162
Maria T. Patakyova. . . ...... ..., 162

Chapter Ten

Does E-commerce Change the Ordinary Competitive Conditions? Current
Investigations of Geo-blocking and Geo-filtering in EU Practice .......... 181
e DOV g s p w9 5 s e iR s e 3 6 o o s 181

PATE TN . v vme dmn ammr e s B S RS B E PR RN RS Y 209

Cyber Security, Civil Liability, Cyber Crimes and Legal

Instruments for Effective Resilience ............................ 209

Chapter Eleven

EU Legal Framework of Digital Security Vulnerabilities. . . .................. 211
Aones Kasper, Anett Madi-INQIOT <« « csccvimssssmimsmasmanssmsmssasm s 4

Chapter Twelve
Who is Accountable for the Algorithm? Assessing the Effectiveness
of the EU’s Approach Towards Al Liability. ... ....... ... ..o oot 232
Pablo Martiviez-Ramil. Tanel Keritkmige: . ;s ivisisnsnspsswsnssnswsesea 232
Chapter Thirteen
Cyber Security of Automated and Fully Automated Vehicles — New Legal
Totn g B1a) (=) 1 | k= R APV g T 249
JOZEFARAFGSIO .« v o x v s oo m mon oo b i 55 5508 50 B AR Y S 0 i s 249
Chapter Fourteen
The European Union’s Strategic Sovereignty — Legal Implications in the Light

of Modern Threats. . .. ... e ettt e i e 264
Peter-Christian MUEr-Grall . . .« v co v mnmmmne s diihis $8MaEE0 M558 HE 8 264
Chapter Fifteen
EU-NATO Cooperation in Cyber Security and Cyber Detence .. .............. 2776

OlFel Tl . « s wesnswnme s ey wmm s e wwmm s w o w s s Toon w6 a0 o o w6 2o s 276



Table of Content

("hapter Sixteen
|.egal Regulation for Cybersecurity in the European Union: New Challenges
and Prospects Development . . ... . . 292
Volodymyr Denysov, Liudmyla Falalieieva . ........................... 292
(‘hapter Seventeen
l'nergy Sector Digitalization: Issues of Cybersecurity in the EU and Ukraine . ... 315

Yuliia Vashchenko . . . ... .. .. .. . . . . . e, 315
("hapter Eighteen

New Cybersecurity Rules for Markets in Crypto-Assets in the EU Law. .. ... .. . D90

SO S T T oo o, 0 0 0 B 5 0 8 0 B S 335
CONCIUSIONS . . ot e 356
JODIEOlrCaA8EE. . i sns sd 66 AEs DEE LEE SIS 2L SRS SRR NI NE HET PEE B2 372
pelecied BIDHGBIAIY .oxsnssessnnnsses erenadueeus Y 5L BES DEE 5 279
LISt OF ADbreviations . . ...t e 389

By Tl < R S 301



