4 1
-
- e
o i dat
-'-IF 1
o 1
i e
by )
L . i
I||_' {' L
) _., .
| N ;
S
¥ L
e N

1

The Evolution of Penetration Testing, Red Teaming, and

BugBounties.........cccec0.e. SR e FRE LT e SR AR 1
LT e T e e e e I N R e L e 1
SN SRARIEG VEIEIROEY. o i o i e e R N e 2
IR CIRSNEDMINE . . e e S e R 2
oG e ARG S e e T MR 3
G T e R SR e G e L S R e e O 5
O RN e T e e e e i e e e 5
ICHSIY BB - o e R e e e L 5
What Are Penetration Testing, Red Teaming, and Bug Bounties? . .. .. . . .. 6
Why Ate These Discipines Important? . ... .. . . 0 vvis v v onis 6
HowNave thevEvoIved OverTamel . . . e 6
The Early Days and Evolution of Penetration Testing. . ... .. ... ... .. ... .. .. 7
T TSR ORI DRSS SR 9
e Emergence of BUG BOUNIY PIOGEAINS. . . . v ovr oo someon v o mcns o 10
The Convergence of Penetration Testing, Red Teaming, and Bug Bounties. . . .. 11
The Future of Penetration Testing, Red Teaming, and Bug Bounties . . . .. ... 12
The Increasing Use of Al and ML in Penetration Testing,
R TORNG aNO BUCI BOUMIBRE. . - . i e 13
e R R R SRR e SR S R SR R T R e S S Sl R S O 15
INrOGUCHION TO RO TORMMING & o cocccervoscscarcasssconsnsccacennoss 17
What'ls Red Teamigy “.= 0 Lgx o nwumse O i s 17
i e e e s 0N BT T SRS e el el SRS SR S 18
QeI CHLICRI VIUDRIADNItes . . . o oy oy o s 18
eI RIS . N e R e e 18
AN PIUSHY-SORCRICIIRIES =, o o i i i st s idans s 19

Red Team Frameworks and Methodologies. . .. ... . ... .. .. ... .. ... ... . .. 20



NIRRT IO FIBIOWONS  i o e 20

LRI R e e L i e 20
Heribtteel bal pailan] aollsyinoeilnnolylavi ady 8L 21
B I o 21
Lol o R R e G e 22
R R e e 22
T e e TG e I S S 23
AGVersary Emuiation (Scenario=Based) . .. .. .. ................... ... 24
L R e e SR i S S 24
e e B R S i e R 25
ST e S B R e 26
S S I 26
e T R S S e S L 27
s S R R SRR e e 28
e e R 30
Red Team Infrastructure........... S S TR QU |
AnCOverviewof Red Team Infrastructure . . . ... .. ... .. ... . ............. 34
L sy ta e e R S e R 34
R I CNADNRIS . . . . . . . . ... . e 36
T e e e e e e 37
SRR OIBE SEEOD . . . .. . . .. . i 37

T T SN T D B e e

Modern Red Team MethodologyandTools ........cccvveeee.. Evdn i 63
ML e R 64
L o N R L S 64
e U e R S R e e 65
Bl T R B S e 65
O s e 65
Autonomous System Number (ASN) . . . .. .. S el S e
COILIICATE RSB o e i 66

PGSV IR . e e 66



S NAme Saervice o Senlpbsd mnot el e Ul asg ) o o 7]

L S Rinnire s sonsiennoash etomsi .. L oo 78
BEEEmeColection. . . .. ..o vpninoiDephbed L L i e
Sbae Discovery oL LGl Dot aisaootat sHaa o s, L L 81
BRI DRt 00 i oo nopat mpaheeniDn3deDnd L o 81
BRI RS ool Alanagenianliatemnvl iR E RO UL AR L 81
R rg Shraying o DS e ang N N et Lol 82
Mobile Device Management (MDM) . . . .. .. .. .. ... . ... .. ... ... . .. 87
Social Engineering and Physical Access. . . .. .. ... ... .. ... .. ... . ... 88
Eaoat Freparation ™ < o li0GE S0 DG RULASI: BIRIREEY o 88

WenAnsHcationVuInerabltIes. . . ... ... e e D

B S T ory AN DU L O I s i b b s 6 S 96
B LRI IENT O BRI o o e e R e e s 97
Obtaining Credentials . . . ... ... ... .. Sty Yok 8 U Ny | A 97
Gering Domain Informationy.. .o . .. »r sHasl eaha gl s v v s s s s 97
P ETOREEING - 2 (N e A bl v s s 99
Active Directory Certificate Services . . . . . ....... ..... .. .. N iasno o 100
BRI ADISe LS X LU S R il R R e e SR - 104
R IOIRINON 2 e e M 105
B R e e R . 105
B I I Al e T R i R e 107
Social Engineering and Physical Assessments ........ccceeveeennns .. 109
Phone Pretexting: Lets DialintoYourTarget . . . ......................... 110
R IS ANCR s N R e T e e PO e 110
aDATIND Pretex o siid . L e o R A R N AL 111
O et ae e B e ke g T e A T g i e Ll 5 SRS CER G B B 113
Spear Phishing: TimetoReelInYourTarget. . . . .................. OB 115
S R N R TR R e e e e e SR S e 116
Formulating Your Email or Instant Message . . . ... ... ... ... ... .. .. . 128

R R e e e T e S R A S R ) U S S i g 130



Camfouriear DEhomtheinside? . . . soivwlameloismod. . .. -~ 131

BEER RENOOOEaNGe . . oEmwebeieM L 131
G EaE . nnihelinDememsst). L. L 132
CEIE CEnRRae . e sewiine. L 139
SOCEEDDIENNREIN PSON . . . ... ... ... sa0bedlest . 140
oo R T 1 140
IS R orhewir bwowessd. 144
Advanced Post-Exploitation Techniques............. |« SRS G P 147
An Overview of Post-Exploitation: .. . i t.oc .o ovcvris v ictir, o el 148
Evaluating Detection and Response Capabilities and
UOOStancGIa thelmpactofaBreach . .. .. ... .......... ... .. .. . . 148
IS e Canabllitles. . . . . ... ... 149

How to Maintain Access, Use Persistence Mechanisms, and

e TEmOVOR RaeS 152
. oSeuesR) POURRIOA . 153
TR W B Shells. U T e gangaisy. 160
Patching Binaries to Include a Backdoor. ... . ... .. .. . . 105
Avoiding Detection Using Code Obfuscation . ... ... .. . . 167
S . . .. ... khoREde 170
PETIROS ...,,ousRORgRSIZON 174
FIICWeIe ana Firmware Backdoors. . . ... .. ... Bitoaes 178
R R, .. . .. ..., ... GanAcHOydest oo 179
L e b S R A bt e B e 180

Command and Control (C2) and Covert Channels. . . 180
PR, T e 181
S e e S s OIS 183
ISOTRTR . . o eERs T 183
Anditional CETeEnRNRss sl Tools .. ... ¢ 0 veee o 183

FOW IO PeiOnD Latsr e NNt . .~ .. . . T 186
POSEEXDIDRSUON SR~ ..., ... % A e 186

Legitimate Utiitiesanad LivingOfftheland. .. ... ... .. """ .. ... .. 1pe



PowerShell for Post-ExploitationTasks . .. ................ ... ... ... 189

BN and ENiOne " . aanadonilinoletolanY . oo v a 190
BRI | vt s srens A visncimgaiC saleunt L0 0 oo 193
Windows Management Instrumentation for Post-Exploitation Tasks . . . . .. 193
R e R s | b A i G by kst Mt Ll s U 194
Windows Remote Management (WinRM) for Post-Exploitation Tasks. . . . .. 195
Living-Off-the-Land Bins, Libraries, and Useful Scripts . . . ... ... ... ... .. 195
B ionRation Priviiege EScalation . .. . . ... . . . e e 197
B S VT IO YRS .. i e e e S 198
L e i Sl i s i e il diy Sapleic RSSO DI G SR ke i Sl 198
B N e e e e R T e ks e A s 202

7  Active Directory and Linux Environments ........cccoceeveeencecesss 207

B IOy PUIINIROIEAIS . . i iiim it s s ok i 208
Centralized Data Repository and High Availability . .. .. ......... .. ... 208
T e e R S R B s e T e e e 209
DTS LINRCTIONY AICILBOIUNE .. . e v e 211
B SR MOIANONEIIDC . o . v i e e il VT e 213
Key Active Directory Protocols and Services. . . ... ................... 216

DR PR BRI i e e e e 223

Retive Directory Attack lechniquest.oisnsiibas dusudnnsnl oo oo oo oo s 229
How 1o Set Lip thelal 15 bovacnsanld bonulania po v R T et 229
REBecorand tnumerationinenud doselm@anibaniombhall . L Lo L L 231
Rasword Spray and ASREPRoast. . . . .euaibbadiidsainsd oo oo, 239
Useful LDAP Queries for Windows Active Directory Assessments. . . . ... .. 242
BiooiMound IsAwesome. . .. .. .. onliereSapeuneetl G oo vl 246

Using Responder for Credential Harvesting in

B LI Ot OrY BOVILONINOIES o 5 vt conimnsonn b sl $ons o s Vo nis svns BT
BDRIng SecretsdumptobExtractCredentials . . . . ... .. oo i i den 253
Using Lsassy to Extract Credentials from LSASS . .. ... ... .. ... .. ... 256

Using DonPAPI to Target the Windows Data Protection
Application Programming Interface (DPAPI) . . .. .. ... ... .. .. .. .. .. .. 257



ADCS Reconnaissance and Enumeration with Certipy and BloodHound. . . . .. 259

EXpORston USRS ONtioy. .. . oNamd brs dioladewe . 261

Abusing Discretionary Access Control Lists (DACLs) and

PEEEEEE R 262

e N e 263

Microsoft Entra Connect (Azure AD Connect) Sync Account Takeover . . . 265

Microsoft Entra Privileged Identity Management (PIM) Abuse . ... ... 266
Advanced Linux Environment Attack Techniques ... ... ... . Ul 267

A Quick Refresher on How Buffer OverflowsWork .. .. ... . 267

R I IR EIREINS . . .. . . s vt e e 267

T ORI e . . . .. e =um

Bypassing No-Execute (NX) Stack with Return-Oriented

o s e et e e gt FR

e F
I . i 277

e S 280
The Future of Red Teaming Beyond the Al Revolution................ 281
Understanding the Current State of Al in Red i AR RGN G R R 282
Creating Al-Powered Offensive SecurityTools .. .. .. ... ... .. 283

LangChain, Prompt Templates, LangSmith,

AR AR R aIndeN, s Dol vineid edias 289
Examining Fine-Tuned Uncensored Al Models. . ... ... ... 297
Understanding Retrieval-Augmented Generation (RAG) for Red Teaming . .. ... 299

FOCEOE EEEE L 8 e e voweee ST

ST RN D ol ey O S A e 302

VSO CIUERE RN . . . . SosawhAc bruodboold St 305

Semantic Search and Document Retrieval ... ... . .. .. . 305

CORIENE FIRD R s or St Ms . . .. . . 308

Response Generation and Post-Processing and Refinement. .. .. . 311
Red Teaming Al and Autonomous Systems . . .. .. .. ........ ... .. .. .. . 313
Keeping Pace with Rapidly Evolving Technologies. .. . ... ... .. . 7.7
WIS e 324



G Introduction to Bug Bounty and Effective Reconnaissance ........... 327

ierstanding Bug Bounty Programs .« 1 v chinondd odald o oo v 328
e OF DG Bounty Programg cic? nos aeiiaecailieiig® . . oo v, 329
Attack Surface Management vs. Bug Bounties . . . . ... ... ... .. .. ... 23]
Vulnerability Disclosure Programs (VDPs) vs. Bug Bounties . . . ... ... . . .. 332
Getting Started: Preparing Yourself as an Ethical Hacker in
L N e e Lt S G IS S S 333
Understanding the Scope and Rules of Engagement . . .. ... . ... ... . . . 334

B EITective Reconnalsantce. . . . . ... o vt s it 336
B VS PassiVe ReCONDAISSANCE. . . . .. . . . i i oin s e v 336
Understanding OSINT . . . . .. .. .. .. s ehoosR nuoR Bul. . e o
EERREIELLINS 1OF ReCORn .+ Aticihe o . oo ol s tagl. ... oot 339
|dentifying Technical and Administrative Contacts. . .. ... ... ... .. . . 342
ldentifying Cloud vs. Self-Hosted Assets . . .......................... 344
RS SG SOabIng L Se R s pUGLA SV D WaWIBVL). L L L 348
T R B L e R S 348
Obtaining Sensitive Information About External and
Internal Hosts Using Certificate Transparency. . . . ... .. . e e e
ERveracing Password Domps:iana Ao ol QT gl S3aW) . ..o . 0. 355
o from Flle Metadate s G M i DT Gl 5SaWl . ... oo 0. 358
Strategic Search Engine Analysis/Enumeration. . .. .. ....... ... ... ... 360
Website Archive/Caching . .. ... . ... .. ... .. . ... ... ... S 361
Public Source-Code Repositories, Secrets, and Other
B T N I e s T T 362
Performing Reconnaissance withRecon-ng .. . ... ... ................ 363
B e st el i s e e S e e s s Pl s 369
B NGO, BRCE OhOr UISINT JOOIR . . . ) iaapnmr v s i 371
Using Generative Al and the Gorilla Large Language Model to
R R TOOIE LB RS . i i e e e e
Using Open-Interpreter to Interact with ReconTools . . . ... ... ... .. . .. 373

BRI Ing Active ReCONNAISSANGCE . . . ... .« oo or v iin s s i vaas 377

Eiemng YourOwn ScannerUsing PYNoN . . . .. . . v iio v chiiniins 380



10

Exploring the Different Types of Enumeration ... ... .. . 382

Using BloodHound foraBugBounty .. ......... . . 394
Packet Inspection and Eavesdropping ... ... .. . ... . 395
Understanding the Art of Performing vumerabilitySeans:2'. .. ... 396
Understanding the Types of Vulnerability Scans ..~~~ = - 396
Challenges to Consider When Running a Vulnerability Scan. . ... ... . 398
Performing Web Application and APIRecon . ... ... WM <= ai e s o 401
O I R RING . .. . . 401
S e O R R 404
Communicating Your Findings and Creating Effective |
BUGEORREE M. o . L 20 poibast PEIND o e 407
I e WO pnlosevel. 410
ENEIEIES SRR R DS DO olnrsT paiydignell 412
Hacking Modern Web Applicationsand APIs .............. P s 415
Overview of Web Application-Based Attacks, the OWASP
Top 10 for Web Applications, and OWASP Top 10 for LLM Applications. . . . .. . 416
S S 416
e e 425
OWASEIOD 105arWeb Applications ©:ooant coinasvad . . 427
R T FRE R M Abplications! = .0 <G roinoel. 428
Building Your Own Web Applicationtab . .. ... .. ... ... 429
UNCErSIancing BUSINESSEOOIC Flaws - - ouiriab atlastely 430
Understanding Injection-Based Vulnerabilities . ... == 432
Hacking Databases and Exploiting SQL Injection Vulnerabilities 433
Command injectionVuinerabllitles.. .. .. ..~ . 448
Lightweight Directory Access Protocol (LDAP) Injection Vulnerabilities. . . . 449
Exploiting Authentication-Based Vulnerabilities .. ... ... = 451
Brute-Forcing Credentials . . .. .= .. . = = LA s e T R 451
unaerstanding Sessiofrdilacking . . . e 452
UNGEISTanGING REImer Wbtaeles: "~ . ... 458



Exploiting Kerberos Vulnerabilities . . ... ... ... ..o oo L 459

Exploiting Authorization-Based Vulnerabilities . ... ... ... .. .. ... ... . 461
Understanding Parameter Pollution . . .. ... ... .. . . .. ... ... ...... 461
Exploiting Insecure Direct Object Reference (IDOR) Vulnerabilities . . . . . . 462

Understanding Cross-Site Scripting (XSS) Vulnerabilities. ... ... . ... .. . 463
BRI SS ATHONE S 15D 1B 0 WOIV YRRBNBYAMOI R, . oo 465
B NS ALLACKS. i i OCHBSEN O L M OB IRV | i b 8 466
R EvaciOn Tecnniques. - SRR AERNESE DRNRARP, TP I BETY 470
B I aations ' 10y o DR JHTETR 3001 QAT 0N Y 471

Understanding Cross-Site Request Forgery and Server-Side

I Y MEERCKE. .. . o bbb I St T B S e e 472
Server-Side Request Forgery Attacks. . . . . ......... ... ... .. ... ... ... 475
Exploiting an SSRF Vulnerability Using WebSploit Labs . . ... ... ... ... .. 477

SO NG CHERMERKING & .. o 8 oo o8 n st b bk i sirnrintlss st s e o v o 5 bon oy 480

BRI IING SecUrity MISCONFIGUERLIONS . 1o —iirbam ol fomersssemnt™ « o 50 a4 o 0o n o 480
Exploiting Directory Traversal Vulnerabilities . . .. ...... ... ... . .. 480
Understanding Cookie Manipulation Attacks . . . .. . ... ... .. ... ... .. 482

Ernioiting Flle Inclusion Vulnerabllities... | .. . sw . o st v e s e v s « o0 o s 482
B e MCSION VIHINGIaDINEIBS. . . . . . . . sy i 482
Remote File Inclusion Vulnerabilities. . . . ... ... ... ... ... ... ... .. ... 483

R NS eCUrR COUR PIACLIONE. . . . . .. o o inins s s s bnis s e v 484
BRSSO e COne e T T 484

Lack of Error Handling and Overly Verbose Error Handling. ... ... . . ... . 484

T IR ER T e e g e e S Bk el e 484
LT TR S e e eI S SR LSS S e ey 485
B I e i e et S
S L e T e B B S e ) S SRS AL L 488
Bk Cade SIaning. i s odenmine & inmitusid seviaiiatn® 3o veras an oy daia 488
Using Additional Web Application HackingTools . . .. ... ... ... ... . ... 488

I I R & ab T AT bl s o s e S e e 493



11 Automating a Bug Hunt and Leveraging the Power of Al ............. 497

Traditional Bug Hunting Metheds o5 - oites hodsu i nnitiodasd . ooy 498
Limitations of Maniial BUG FRINEIRG:. < o555 noibmstmmatiatl. . 000 vn v, 499
Al-Powered Automation in Bug Hunting . . . . .. .. . . .. TS AR G
Al Capatiliities-of BUG BOUNEY PlatlormS . o o i s st « 4o e v en oo 508

A Comprehensive View of an Organization’s External Risk Exposure .. . . .. 509
Vulneability Priofitization USING AL . . . S sais v bandde oo v i vvnn 510
ARCIRTAN SEANNCrIBINDIALeS. « . . covriini ol aGioavd 208 v oo nenn .. 512

Al Model Training, Fine-Tuning, and RAG for Bug Bounties . . . . ... ... .. .. . 516
R e f T et U SRS 516
e S e i e S et s SR S -
Using RAG and Al Agents for Bug Bounty Hunting. . . . .. ... ... ... .. .. 519
e MR ek e e s ch i S H 520
Challenges of Using Al for Bug Bounty Hunting .. ... ... ... ... ... ...... 521
EETOREE BRERE AR GUATaralIS . . . . .. . . . . e 521
BEREREns rtomaniiations ... . .. T 522
R e R e v mnwnii 523
Answers to Multiple-Choice Questions ........ceceteteeececccessscscacnns 527

R e B e b st ash stitmensssansosssenss S i sisinseiiic



